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Abstract

In this paper, we present the architecture of CoBFIT, a
component-based framework for building intrusion-tolerant
distributed systems. The CoBFIT framework, by virtue of
its design and implementation principles, can serve as a
convenient base for building components that implement
intrusion-tolerant protocols and for combining these com-
ponents in an efficient manner to provide a number of ser-
vices for dependability. For example, in this paper, we de-
scribe the CoBFIT implementation of a prototype intrusion-
tolerant group communication system that includes services
such as reliable multicast, group membership management,
and total ordering of multicast messages.

1. Introduction

Traditional security aims to build systems equipped with
defense mechanisms that safeguard the systems against at-
tacks. It also tries to identify vulnerabilities in components
either by rigorous testing before deployment or from suc-
cessful attacks after deployment, and patches them. Al-
though this approach has been effective in handling many
attacks, practical experience shows that most systems re-
main vulnerable, at least to some extent. This is particu-
larly true for distributed systems whose correct functioning
can depend on the possibly complex interactions of soft-
ware running on many nodes. The concept of “intrusion tol-
erance” (e.g., [8]) acknowledges the existence of such vul-
nerabilities and assumes that over the course of time, a sub-
set of them will be successfully exploited by intruders. The
focus of intrusion tolerance is to ensure that systems will
remain operational (possibly in a degraded mode) and con-
tinue to provide core services despite faults due to intru-
sions. Traditional security and intrusion tolerance can be
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combined to provide an effective “defense-in-depth” strat-
egy for achieving dependability in the face of attacks, fail-
ures, or accidents.

In this paper we describe CoBFIT, a Component-Based
Framework for Intrusion Tolerance. The goal of CoBFIT
is to provide a robust, flexible, reusable, reconfigurable,
and portable software framework that could serve as a plat-
form for building and testing a variety of intrusion-tolerant
distributed systems without having to re-implement the
common support for each of those systems. A key chal-
lenge to achieving this goal is that of finding a way to
separate the common support for intrusion tolerance from
intrusion-tolerant systems. Examples of commonly needed
features for supporting intrusion tolerance include secure
buffer management, cryptography, coordination of inputs
from multiple intrusion detection mechanisms, replication
over multiple nodes, primitives for secure communication,
and Byzantine agreement.

To provide a concrete focus and a basis for demonstrat-
ing the applicability of the CoBFIT framework to the cre-
ation of intrusion-tolerant systems, we consider intrusion-
tolerant applications from a specific domain, namely the do-
main of applications based on group communication. Group
communication [18] is a key building block for several de-
pendable systems. Group communication systems (GCSs)
can be used to ensure state consistency among processes
that constitute a group in the presence of benign and ma-
licious failures. Building intrusion-tolerant group commu-
nication protocols that can tolerate the malicious corrup-
tion of some group members is an active research area
[7][6][13][20][21] and is among the objectives of our re-
search. However, the focus of this paper is to highlight the
infrastructure support needed in building intrusion-tolerant
group communication protocols, and to describe how the
CoBFIT framework provides that support. The framework
can serve as an excellent platform on which various de-
sign choices may be implemented and evaluated during
the building of intrusion-tolerant group communication pro-
tocols. In this paper, we describe a prototype intrusion-
tolerant GCS that was built using the CoBFIT framework.



2. Related Work

We use group-communication-based intrusion-tolerant
systems to demonstrate the validity of our frame-
work. In this section, we compare CoBFIT with other
group-communication-oriented frameworks that focus on
protocol composition, customization and flexibility. How-
ever, we would like to point out that CoBFIT is a more
general framework that can potentially facilitate the cre-
ation of other kinds of intrusion-tolerant systems. For
example, the CoBFIT framework components can also fa-
cilitate the building of an intrusion-tolerant database sys-
tem, such as the one mentioned in [15].

Horus and Ensemble [4] are successive generations of
highly configurable GCSs. They offer an environment in
which software modules called microprotocols communi-
cate using events, and can be combined to provide differ-
ent QoSs. Micro-protocols are structured as multiple layers
using stack-like composition models, and events are FIFO
streams that are used for communication between these lay-
ers. In contrast, protocols in CoBFIT (implemented as ser-
vice components) can be organized and made to interact
with each other in arbitrary ways, and handle only the events
they are interested in. Ensemble also has security protocols
that provide customizable cryptographic techniques. How-
ever, its focus is on secure group communication, rather
than on intrusion tolerance.

Cactus [12] implements finer-grained (compared to Ho-
rus and Ensemble) microprotocols that provide individual
properties of the target service. Like CoBFIT, Cactus struc-
tures protocol objects using events and event handlers to en-
hance the configurability by minimizing explicit references
between modules and prevents unnecessary event process-
ing by using a publish-subscribe model. Cactus was also a
pioneer in applying configurability and customization prin-
ciples specifically for dependability. The CoBFIT frame-
work follows that tradition and aims to provide more signif-
icant infrastructure support for intrusion tolerance by incor-
porating some abstractions and primitives commonly used
in the development of intrusion-tolerant services in its core
architecture.

Appia [16] is a protocol kernel whose main focus is on
facilitating the specification and implementation of inter-
channel constraints while retaining the flexibility of Ensem-
ble. It uses an open event model and allows protocols to sub-
scribe only to events they are interested in. While CoBFIT
shares Appia’s ability to provide flexibility in dynamic com-
position of the protocol combinations, an important differ-
ence between Appia and CoBFIT is that CoBFIT provides
explicit infrastructure support aimed at intrusion tolerance.
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Figure 1. The CoBFIT Architecture

3. The CoBFIT Framework

3.1. Overview of the CoBFIT Architecture

Figure 1 depicts the CoBFIT architecture, in which
intrusion-tolerant services are built using the support pro-
vided by the CoBFIT framework. The set of CoBFIT ser-
vices along with the CoBFIT framework constitute a CoB-
FIT system. Both the framework and the services are re-
alized by a collection of components. A component is
a coherent, encapsulated part of the CoBFIT architec-
ture. Framework components implement the structure
of intrusion tolerance in the form of abstractions, primi-
tives, and supporting software mechanisms that are com-
monly needed for the creation of intrusion-tolerant services.
Some framework components provide development sup-
port (i.e., they are useful in the development of service
components), while others provide run-time support. Ser-
vice components implement the functionality of intrusion
tolerance that is specific to a particular domain of appli-
cations. At a high level, a service component will be the
implementation of an intrusion-tolerant protocol or al-
gorithm that provides a set of desired intrusion toler-
ance properties. The particular protocol or algorithm used
for implementing a service component could vary depend-
ing on the service specifications. Our work was inspired
by [5], which describes a framework for motion con-
trol that enforces a clean separation between the structure
and functionality of motion control.

It is important to note that implementing a service in the
CoBFIT framework does not necessarily make the service
intrusion-tolerant. The service will be intrusion-tolerant
only if the protocol or algorithm upon which the service is
based is intrusion-tolerant by design. The CoBFIT frame-
work merely facilitates the development of the service



components (development support) and the run-time adap-
tation of the services based on perceived faults (run-time
support).

Using the CoBFIT framework, a user will be able to
choose the implementation of a service component from
a set of multiple available implementations (all of which
expose the same external interfaces), and can switch the
choice during run-time. This flexibility could be exploited
for performance and/or intrusion tolerance benefits. The key
idea that allows us to achieve such flexibility is that of en-
forcing the interaction between various service components
strictly through events. The specification of a service com-
ponent consists of the set of interfaces it provides for other
components and the set of interfaces that it requires from
other components. The service component implements the
set of interfaces it provides for other components via a set
of event handlers. Events and event handlers are both im-
plemented as objects. The CoBFIT framework follows an
open event model (like Appia [16]), which makes it possi-
ble to define and use new events in new service components,
while allowing the older service components to continue ex-
ecuting correctly, unaware of the newly defined events.

In this section we describe the completed and planned
design of the framework components through which the ser-
vice components operate.

3.2. Framework Components

Event Manager Event processing in the CoBFIT ar-
chitecture is based on the publish-subscribe model. At the
time of their instantiation, the service components publish
the events they generate to the Event Manager. They also
subscribe to the events that they are interested in receiving
(handling) from the Event Manager. Thus, at initialization,
the Event Manager knows the set of all events, and the han-
dlers bound to them. Note that these bindings can change
dynamically when one or more of the service components
are replaced or reconfigured during run-time.

The Event Manager component is based on the Re-
actor Software pattern [24] for event handling. The
Event Manager detects and demultiplexes events (such as
input-output-based port-monitoring events, timer-based
events, signal events, exception events, and notifica-
tion events that are used for component-to-component
communication), and dispatches them to the service com-
ponents that have subscribed to those events. When mul-
tiple service components have subscribed to the same
event (for example, many service components may be in-
terested in an intrusion-detection event) then the order
in which the event handlers in various service compo-
nents are invoked may be important. To determine the
order, the Event Manager takes into account the de-
pendencies between the various service components.

It should be noted here that there will not be any de-
pendencies among the implementations of various ser-
vice components. The event-based interactions are meant
to prevent any explicit references between service com-
ponents and hence any dependencies in their imple-
mentations. The Event Manager, when it is instantiated
(by the Constructor component, as we will explain be-
low), is handed a directed graph giving the dependen-
cies between various service components. The directed
graph, called the dependency graph1, has the service com-
ponents as its nodes. An edge from one node to another
will indicate that the correct operation of the service com-
ponent corresponding to the first node is dependent on the
correctness of the properties provided by the service com-
ponent corresponding to the second node. We give an
example dependency graph in Section 4.2. The Event Man-
ager uses the knowledge about the dependencies among the
various components and the event-handler-to-event bind-
ings to determine, for each published event, the order
in which the different event handlers that have sub-
scribed to that event must be invoked. The order of
invocation is determined as follows: for any two com-
ponents c1 and c2 that subscribe to an event, with c2

dependent on c1, the event handler in c1 is invoked first fol-
lowed by the invocation of the event handler in c2. Thus,
the Event Manager implements an automated way to trans-
late the dependencies among the high-level properties that
various components provide into low-level event-based in-
teractions.

A disadvantage of Reactor-based event management is
that it is synchronous, and hence could block when perform-
ing I/O operations. However, that problem can be circum-
vented by programming all event handlers as non-blocking
I/O objects [1]. For this purpose, an event handler stores
its own state and any relevant portions of the parent com-
ponent’s2 state in memory using the Memento pattern [9]
whenever it blocks on I/O, and returns control to the Event
Manager’s main event loop. The Event Manager can then
dispatch other event handlers. When the I/O is ready, the
Event Manager calls back to the appropriate event handler,
which can then retrieve its stored state and continue.

Constructor The Constructor component is responsi-
ble for the reconfigurability of a CoBFIT system. Reconfig-
urability is one of the design principles of CoBFIT that re-
sulted from the realization that different intrusion-tolerant
systems require different sets of protocols that may have to
be reconfigured (without requiring modification, recompi-
lation, or re-linking of the program itself, or shutting down

1 The idea of dependency graphs is an outgrowth of the work in [11],
which defines relations between properties as well as between compo-
nents that implement those properties.

2 The parent component of a given event handler object is the compo-
nent that instantiated the object.



and restarting of the CoBFIT system) when responding to
attacks. It is a key capability that is required by intrusion-
tolerant systems that adapt to attacks by changing the se-
curity posture and switching to increased levels of alertness
(e.g., AITDB [15], ITUA [3]).

The Constructor is the only component that is directly
instantiated by the user. The user will give the Construc-
tor a list of service components that need to be included
in a particular system configuration and the dependency
graph for that configuration. Then, the Constructor creates
the other framework components, followed by the service
components. When the Event Manager is instantiated, the
Constructor hands the dependency graph to the Event Man-
ager component. The design of the Constructor is based on
the Component Configurator design pattern [24]. All CoB-
FIT service components implement a uniform component
management interface through which they can be config-
ured and controlled by the Constructor. The interface de-
fines operations for (re)initializing, shutting down, suspend-
ing the execution, and resuming the execution of a compo-
nent. The Constructor maintains a component repository;
it implements a mechanism that interprets and executes a
script specifying which of the available components to link
into and unlink out of the CoBFIT system dynamically.
There can be multiple scripts specifying different adapta-
tion strategies. In that case, the Constructor will implement
the rules for choosing and executing the appropriate script
based on the current security posture, attack type and at-
tack severity.

The Constructor component is useful because it has the
ability to alter the configuration of a CoBFIT system. It is
important to ensure that this capability is used only when
necessary. For example, if the trigger for reconfiguration is
an intrusion alert, then an alert that is only a false alarm will
cause the system to be reconfigured and perhaps switch to
expensive protocols, thereby affecting performance. On the
other hand, the reconfiguration trigger should not always
depend on directives from the system administrator, since
automatic adaptation is necessary to ensure dependability in
the face of attacks. We are currently investigating decision
procedures that strike a balance between automated recon-
figuration and unnecessary reconfiguration. These decision
procedures, when incorporated into the Constructor com-
ponent, will facilitate graceful adaptation for switching ser-
vice components at runtime in a coordinated manner.

Network All CoBFIT service components send mes-
sages to and receive messages from the network through
the Network component. Messages are considered as a spe-
cial type of CoBFIT events. While normal (local) events
are used for communication between components belong-
ing to the same process (CoBFIT system), messages are
events that are used for inter-process communication. Inter-
process communication includes communication between a

CoBFIT system and another CoBFIT system, and more gen-
erally, the communication between a CoBFIT system and
the outside world. A service component at a process that
wants to send a message to its peer service component at
another process does so through the Network component.
The service component conveys the payload to be transmit-
ted through a local event to the Network component. The
Network component generates a message with the payload
and appropriate header (indicating the service component
to which the peer Network component at the recipient pro-
cess should convey the payload), and transmits the message
on the network. At a peer process, the receipt of any mes-
sage will be an I/O event to which only the process’s Net-
work component subscribes; hence, the Event Manager at
the process will invoke the event handler in the Network
component that handles the event. The event handler will
examine the header and convey the payload to the corre-
sponding service component by generating a local event.

The Network component is designed in accordance with
the Wrapper Facade design pattern [24] and consists of
classes that encapsulate platform-specific low-level network
functions and data within a type-safe, portable, object-
oriented interface. The component also serves as an adapter
and hides the underlying transport mechanism from the ser-
vice components, thereby providing the flexibility to change
the transport mechanism without having to modify the ser-
vice components. It adapts the uniform networking inter-
face that all service components expect to the actual in-
terface provided by the underlying transport protocols, and
thus will enhance the reusability of the service components.

Secure Data Manager Complex, even verifiably cor-
rect intrusion-tolerant protocols do not ensure security un-
less they are correctly implemented, but it is easy, even
for experienced developers, to code implementation flaws
into a verifiably correct protocol design. To help alleviate
this problem for the developers of service components, the
Secure Data Manager component provides primitives and
data structures that facilitate secure and efficient data man-
agement. More precisely, it provides “safe classes” whose
methods are essentially wrappers around C/C++ standard
library functions (a representative list of such calls is given
in [26]) that are generally perceived to be unsafe, because
of their high susceptibility to buffer overflows and format
string problems. It also provides classes that manage mes-
sages efficiently with operations for buffering messages
(for transmission/retransmission or upon reception), mar-
shalling and demarshalling, fragmenting and reassembling,
and reordering messages received out of sequence. For effi-
cient message manipulation when transferring data between
components, the classes will employ “shallow” copy instead
of “deep” copy, i.e., pointers to a single reference-counted
message copy (instead of multiple copies) are used. The
message operations are made safe through sanity checks



made wherever necessary (e.g., bounds checks on array and
pointer references, or a message format check on received
messages).

Cryptography Several intrusion-tolerant architectures
(e.g., those that rely on Byzantine agreement [3]) use cryp-
tography for secure communication not only with the out-
side world but also within the system, so that insider attacks
and compromised subsystems can be tolerated. The Cryp-
tography component facilitates the deployment of cryptog-
raphy in service components. However, the focus of this
component is not to invent and implement new crypto-
graphic algorithms or new cryptographic protocols. Well-
scrutinized implementations of those protocols already ex-
ist in many widely used cryptographic libraries. Each of
the libraries has its own merits and demerits (a compara-
tive study is given in [26]). We thus believe it is best to
leave the choice to the discretion of the intrusion-tolerant
system builder. However, the service components that uti-
lize cryptography must be reusable even if the choice of
cryptographic library changes. To meet those objectives, the
Cryptography component provides a uniform way to access
different cryptographic libraries. In essence, it defines in-
terfaces for common cryptographic operations (e.g., sign-
ing/verifying a message, encrypting/decrypting a message,
or computing the digest for a message) that could be in-
voked by the service components and adapts the interface
of the chosen cryptographic library to the defined interface.
Since service components do not make direct calls to the
third-party cryptographic library, but instead invoke inter-
faces in the Cryptography component, the service compo-
nents are reusable even if the choice of cryptographic li-
brary is changed later.

Failure Detection Intrusion-tolerant systems are of-
ten designed to withstand attacks and mask failures with-
out having to detect the failure of a subsystem. However,
that strategy is useful only up to a point, after which either
enough subsystems have been corrupted or a critical sub-
system has been compromised, rendering the whole system
corrupt and unable to provide the required services. Hence,
it is important to detect successful attacks so that the com-
promised subsystems can be replaced, repaired, or removed.
Intrusion detection in the CoBFIT architecture can be inter-
nal, external, or both. Internal intrusion detection is done
by any service component based on observed anomalies or
deviations from the specifications. External intrusion detec-
tion employs third-party intrusion detection systems (IDSs).
Many of these intrusion detection mechanisms (especially
those in IDSs) are constantly updated based on new attacks.
We would like for the implementation of the CoBFIT ser-
vice components to be independent of the specific intrusion
detection tools or mechanisms used. One of the goals of
the Failure Detection component is to enforce a clean sep-
aration between intrusion detection and intrusion response

mechanisms. Our design of the component is based on the
Mediator software pattern [9], by which the Failure Detec-
tion component acts as the hub of communication for intru-
sion detection.

The Failure Detection component serves as the central
sink for intrusion detection reports or suspect reports from
internal or external intrusion detection sources. It processes
reports from diverse sources and implements policies to de-
termine which reports should actually lead to system adap-
tation. For such reports, it generates a failure detection event
to which other components can subscribe; the components
can then respond to the event based on the particular proto-
col or strategy that they implement. For example, the Con-
structor component can subscribe to the event and imple-
ment the logic to appropriately reconfigure the system based
on the severity of the failure given by the failure detection
event type. In response to detection of a malicious attack,
the Constructor could dynamically unlink service compo-
nents that can tolerate only crash faults, and replace those
components with Byzantine fault-tolerant versions.

By acting as the sole sink for intrusion detection reports
or suspect reports from both external and internal detec-
tion mechanisms and as the sole intrusion/suspect notifier
for other components, the Failure Detection component de-
fines a uniform way in which all components can receive
intrusion/suspect alerts. That will make the implementation
of service components independent of the specific intru-
sion detection tools or mechanisms used. However, interfac-
ing to multiple third-party IDSs will be challenging. Some
IDSs may be in the user space, while others may be in the
kernel space; some may be host-based, and others may be
network-based; some may signature-based, and others may
be anomaly-based. Another challenge will be that of com-
ing up with appropriate policies for determining which in-
trusion reports or which combinations of reports should ac-
tually trigger system adaptation. A particular concern in this
regard is the relatively high frequency of false positives for
which IDSs are notorious. We are currently investigating
policies for analyzing intrusion reports that minimize the
false positives that trigger system adaptation, while ensur-
ing that appropriate adaptation mechanisms are triggered in
the face of real attacks.

Replication Manager Replication by redundancy is
an important design primitive used in many fault- and
intrusion-tolerant systems to improve the resilience to faults
[17]. The Replication Manager component in the CoBFIT
framework provides operations to manage a replicated ap-
plication. Each replica will constitute a CoBFIT system
that contains a Replication Manager component. The Repli-
cation Manager components at the replicas communicate
with each other to translate high-level dependability re-
quirements given at run-time to particular replication con-
figurations. Dynamic replication management involves re-



configuring the replicated application in response to faults
and changes in desired dependability requirements. Thus,
while the Constructor dynamically alters the configuration
of the CoBFIT system corresponding to a single process, the
Replication Manager components help dynamically recon-
figure multiple CoBFIT systems corresponding to a repli-
cated application. The choice of how to alter the replication
configuration may depend on the types of faults to tolerate
(crash, omission, timing, or Byzantine), the styles of repli-
cation to use (active, passive, semi-passive, or semi-active),
and the location of the replicas, in addition to factors spe-
cific to the particular application being replicated. In Sec-
tion 4.3, we describe the functionality of the Replication
Manager using an example.

Consensus Fault-tolerant consensus is an important
building block for many distributed services (such as repli-
cation and atomic multicast) [10]. The goal of the Consen-
sus component in the CoBFIT framework is to provide a
consensus primitive that can be used to construct such ser-
vices. The Consensus component would provide multiple
consensus protocol implementations, each implementation
differing in the type of faults it tolerates and applicable for
use in different replication strategies (active, passive, semi-
active, or semi-passive). We describe one such consensus
protocol called Lazy Byzantine Consensus that can be used
for Byzantine fault-tolerant semi-passive replication in [19].
The Consensus component provides an interface that can be
used by any service component to reach consensus.

3.3. CoBFIT Framework Implementation

Robustness Our goal is to make the CoBFIT frame-
work robust in design and implementation. While we be-
lieve that it is impossible to build the framework to be fully
free of vulnerabilities, our goal is to minimize the vulnera-
bilities. As detailed in Section 3.2, the design of many CoB-
FIT framework components is based on software patterns
[9][24] that have been thoroughly examined by software
practitioners. The implementation of the CoBFIT frame-
work uses the Adaptive Computing Environment (ACE)
toolkit [22][23]. The toolkit is open-source, widely used,
and stable, and has proved to be a robust platform for build-
ing high-performance communication services. Of course,
one can use a well-established design pattern and a robust
programming environment, and still produce a software that
crashes! We plan to evaluate the robustness of the design at
the model level and assess the robustness of the implemen-
tation by thoroughly testing it.

Portability Redundancy by replication is useful in the
case of benign crash failures, but needs to be coupled with
heterogeneity to be useful in the presence of malicious at-
tacks, because otherwise the attacker could use the same
vulnerability to penetrate all replicas. One of the ways to

achieve such heterogeneity is to use diverse operating sys-
tems3. To allow use with diverse operating systems, the
CoBFIT framework and the service components should be
easily portable. In order to meet that objective, the imple-
mentation of the framework should be independent of spe-
cific operating system support to the extent possible. The
use of the ACE toolkit for implementing CoBFIT frame-
work and service components facilitates that, since ACE
provides a rich set of reusable C++ wrapper facades and
framework components that perform common communica-
tion software tasks across a range of operating systems and
platforms.

We have built a prototype CoBFIT framework that im-
plements a subset of the CoBFIT framework design de-
scribed in Section 3.2. In the remainder of this section, we
present current and planned implementations for the CoB-
FIT framework components.

We implemented the Event Manager component by ex-
tending the ACE Reactor framework [23]. We defined a
CoBFIT Event class from which the class of any event
object exchanged between CoBFIT components derives.
The ACE Reactor framework implements the functional-
ity to detect the occurrence of events from I/O handles,
timers, and signals. We extended the functionality so that
the Event Manager can detect and demultiplex any event
object instantiated from the CoBFIT Event class or its de-
rived classes.

The reconfiguration capabilities of the Constructor com-
ponent were built using the ACE Service Configurator
framework [23], which is a portable implementation of the
Component Configurator pattern. All CoBFIT service com-
ponents derive from the ACE Service Object class, which
defines a interface through which the Constructor can ini-
tialize, suspend, resume, or terminate a service. The Con-
structor itself derives from the ACE Service Config
class, which provides the capability to parse and exe-
cute scripts specifying which services to dynamically
reconfigure into an application.

The “safe” data insertion and manipulation opera-
tions of the Secure Data Manager component are drawn
from the capabilities provided by the ACE Message Block
class [22]. The operations are made safe through use
of sanity checks such as bounds check and input vali-
dation. Multiple ACE Message Block objects can flexi-
bly share data among themselves without the overhead
of copying the data. The message manipulation mecha-
nisms of the Secure Data Manager are constructed from
the ACE Input CDR and ACE Output CDR classes. The
classes provide methods for message operations, like lin-
earization of data structures to/from raw memory buffers

3 Ideally, heterogeneity at the OS level should be coupled with hetero-
geneity at the CoBFIT system level (for example, by using N-version
programming).



and marshaling/demarshaling of data using the Common
Data Representation (CDR) format. The standard CDR for-
mat allows for correct interoperation in environments with
heterogeneous compiler alignment constraints and hard-
ware instructions with different byte-ordering rules, thus
enhancing portability. The Secure Data Manager will be ex-
tended in the future to provide a comprehensive library of
safe classes.

The Cryptography component in the prototype imple-
mentation serves as an adapter to the Cryptlib [2] crypto-
graphic library. Currently, the adapter provides interfaces to
RSA public-key operations, such as generation of key pairs
and signing and verification of message buffers. The adapter
also defines interfaces for creating message digests using
the SHA-1 hashing functions, and for verifying whether
the hash of a message buffer matches a given hash. Future
work includes (1) providing interfaces for other hash algo-
rithms (e.g., MD5) and other public-key algorithms (e.g.,
DSA and El Gamal) and (2) writing adapters for other com-
mon cryptographic libraries, such as OpenSSL, Crypto++,
and BSAFE.

The Failure Detection component in our prototype has
a fairly simple implementation. It accepts intrusion or sus-
pect reports from internal intrusion detection sources (CoB-
FIT service components). The service components gener-
ate a Suspect Report event, for which the Failure Detection
component implements the sole event handler. The event
handler analyzes these reports based on rules specific to
the particular type of intrusion-tolerant system being imple-
mented. If certain conditions specified by the rules are sat-
isfied, the event handler generates a Failure Detect event to
which all CoBFIT components that adapt in response to in-
trusions subscribe. In Section 4.3, we describe the rules that
were used to generate the Failure Detect event in the proto-
type CoBFIT GCS. The component will be extended in the
future to interface with and analyze reports from external in-
trusion detection sources, such as the Snort open source net-
work intrusion detection system [14].

The use of ACE Socket Wrapper Facades [22] simpli-
fied the implementation of the Network component in our
prototype. The set of wrapper facades provides classes for
passive and active connection establishment, UDP-based
connectionless messaging services, TCP-based connection-
oriented messaging services, and datagram-based multi-
cast/broadcast services.

Future work includes the implementation of the Replica-
tion Manager and the Consensus components that have not
been implemented in the prototype.

4. Framework Specialization: Intrusion-
Tolerant Group Communication

To demonstrate the utility of the CoBFIT framework for
building intrusion-tolerant systems, we have implemented
a prototype GCS that can be used to coordinate processes
in the state-machine replication model [25]. In this exam-
ple CoBFIT framework specialization, the CoBFIT services
are implementations of intrusion-tolerant group communi-
cation protocols, such as reliable multicast, total ordering,
and group membership (represented by the service compo-
nents in Figure 1). Together, the service components and the
CoBFIT framework form an intrusion-tolerant group com-
munication system called the CoBFIT GCS (represented by
the entire CoBFIT system in Figure 1).

One way to build an intrusion-tolerant application is to
structure the application as a state machine, replicate the ap-
plication on multiple nodes, and coordinate the replicas us-
ing the CoBFIT GCS. The replicas together form a replica-
tion group representing the application. Each replica forms
an instance of the CoBFIT system (Figure 1), and the repli-
cation group is a set of CoBFIT systems communicating
with each other. Each replica maintains application state in-
formation, and the group communication protocols of the
CoBFIT GCS guarantee the consistency of replicated infor-
mation across all correct members despite malicious cor-
ruption of some members. The CoBFIT component config-
uration is identical across all replicas, i.e., all replicas have
an identical collection of components and the same imple-
mentation strategy for each component.

4.1. Service Components in the CoBFIT GCS

We present here the service components that make up the
prototype CoBFIT GCS, and briefly describe the function-
ality that each service component provides. The intrusion-
tolerant group communication protocols implemented by
the service components are described in [20]. The proto-
cols assume that no more than one-third members of the
group are faulty. Here, our focus is not the protocols them-
selves, but to describe their implementation in the CoBFIT
framework.

Group Membership The component implements an
intrusion-tolerant group membership protocol for remov-
ing faulty processes from the replication group, adding new
processes to the group, and maintaining consistent group
membership information across all correct members of the
group. The component subscribes to the Failure Detect
event generated by the Failure Detection component. The
protocol guarantees that if the Failure Detect event is gen-
erated by the Failure Detection component at any correct
group member pi urging the removal of another member
pj , then a new view installation that removes pj from the



group membership will complete at all correct group mem-
bers. All group membership protocol messages are sent to
the group using the reliable multicast service component.

Reliable Multicast This service component implements
a protocol that guarantees that all correct processes deliver
the same set of multicast messages. The protocol also en-
sures that the contents of a particular multicast message
(i.e., a particular sequence number) as delivered at all cor-
rect processes are the same. It thus prevents situations in
which a malicious group member sends mutant messages,
i.e., two messages with the same sequence number but dif-
ferent contents to two subsets of the replication group. For
this purpose, the protocol uses operations provided by the
Cryptography component for generating message digests
and digital signatures. The protocol guarantees FIFO deliv-
ery for the messages multicast by a given sender, but does
not guarantee any delivery order for messages multicast by
different senders.

Total Ordering In the state-machine replication model,
it is crucial that all replicas receive application-level mes-
sages multicast by different senders in the same order. The
Total Ordering component ensures that if two correct repli-
cas both deliver multicast messages m1 and m2, then they
deliver them in the same order. All messages generated by
this component are sent to the group using reliable multi-
cast. At the time of a new view installation, the total order-
ing protocol partitions the set of all possible multicast mes-
sage sequence numbers among the members of the replica-
tion group and assigns one partition to each replica. Each
replica generates messages with monotonically increasing
sequence numbers from its assigned partition without any
gaps. The multicast messages are delivered in sequence
number order. A faulty process can stall the progress of the
protocol by not sending a message. We avoid that by forc-
ing group members to transmit protocol-level null messages
(i.e., no payload) if they do not have any other messages to
send. All processes monitor the progress of the protocol.
A Suspect Report event is generated by the Total Ordering
component at a correct process pi for a process pj that at-
tempts to stall the protocol by not even sending null mes-
sages. The event is handled by the Failure Detection compo-
nent. If the event is generated at more than two-third mem-
bers of the group, then pj will be eventually excluded from
the group.

Gossip When a replica is created, its target group (the
group that it should join) is specified. The Gossip compo-
nent in the new replica periodically announces its existence
by broadcasting a signed gossip message. Upon receiving
this message, the Gossip functionality at replicas that are
already members of the target group checks whether the
sender is authorized to join the group, and if so notifies
the Group Membership component, which initiates a agree-
ment protocol that causes current members to update their
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Figure 2. Dependency Graph for the Proto-
type GCS. An Edge from Component A to
Component B Means that A Depends on B.

membership lists to include the new replica. Once agree-
ment has been reached, the members notify the new replica
of its addition to the group. Upon receiving signed notifica-
tions from at least two-third members of the group, the new
replica updates its membership, and becomes part of the tar-
get group.

Heartbeat The Heartbeat component implements a sim-
ple heartbeat mechanism to detect crash failures. Period-
ically, the component multicasts (through unreliable/best-
effort multicast) a heartbeat message with a logical times-
tamp. If the heartbeats from a particular replica have not
been received after more than a threshold number of heart-
beat periods have elapsed, the component generates a Sus-
pect Report event for that replica that is handled by the Fail-
ure Detection Component.

4.2. Dependency Graph for the CoBFIT GCS

Figure 2 gives the dependencies between the service
components in the prototype CoBFIT GCS. The dependen-
cies can be explained briefly as follows. The Group Mem-
bership component relies on the Reliable Multicast com-
ponent to consistently deliver its messages across all cor-
rect replicas and to prevent malicious replicas from send-
ing mutant messages. The Group Membership component
relies on the Gossip component to hear from new replicas
that want to join the group and on the Heartbeat component
to detect replica crashes. The Total Ordering component re-
quires the Group Membership component to remove cor-
rupt members that refuse to send their assigned sequence
numbers and thereby stall the progress of the total order-
ing protocol. The dependence of the Total Ordering com-
ponent on the Reliable Multicast component is due to the
requirement that any totally ordered application-level mes-
sage multicast by one replica must be reliably delivered at
all correct replicas.

4.3. Support Provided by the CoBFIT Framework

In addition to the dependencies among the service com-
ponents, there is also a general dependency of any service
component on the CoBFIT framework. For example, all ser-



vice components rely on the Cryptography component for
digitally signing/verifying messages, on the primitives pro-
vided by the Secure Data Manager component for various
message marshalling/demarshalling operations, on the Net-
work component to communicate with peer service com-
ponents on remote CoBFIT systems belonging to the same
replication group, and on the Event Manager component
for communication with other service components within
the same CoBFIT system. The Group Membership compo-
nent depends on the Failure Detection component to receive
the Failure Detect event, based on which it removes faulty
replicas from the group.

The Failure Detection component handles Sus-
pect Report events generated by the service compo-
nents. A service component at correct group member pi

generates a Suspect Report event for another group mem-
ber pj if the peer service component at pj has deviated
from the service specifications. We place no restric-
tions on when a corrupted group member generates a Sus-
pect Report event. The Suspect Report event carries the
following information: (1) the suspected group mem-
ber for which the event was generated, (2) the type of
anomalous behavior exhibited by the suspected group
member, and (3) (for certain kinds of faults) a justifica-
tion that can be used to convince other group members that
the suspected group member indeed exhibited the anoma-
lous behavior. Justification is not possible for timing
faults or message omissions in an asynchronous sys-
tem model (e.g., when the total ordering protocol is stalled
because neither application-level messages nor null mes-
sages have been received from a particular group member
for a long time). However, justification is possible for cer-
tain types of Byzantine faults (e.g., when a corrupted
group member tries to reliably multicast different mes-
sages with the same sequence number).

When the Failure Detection component at group member
pi handles a Suspect Report event from a local service com-
ponent for another group member pj , the Failure Detection
component at pi generates a digitally signed Suspect Report
message that is sent to the Failure Detection components at
other group members. The message carries all the informa-
tion contained in the Suspect Report event. The Failure De-
tection component at pi generates the Failure Detect event
for a group member pj if (1) a valid signed Suspect Report
message (or a local Suspect Report event) with justification
has been received for pj , or (2) valid signed Suspect Report
message without justification have been received from more
than two-third members of the group for pj . At this point,
we say that pj has been convicted at pi. The Failure De-
tection component at pi also forwards the relevant Sus-
pect Report messages to other group members, so that even-
tually other group members will also convict pj . This will
lead to the Group Membership service components at the

correct group members undergoing an agreement protocol
and eventually removing pj from the group.

We now describe the functionality provided by the Repli-
cation Manager component with an example. This function-
ality is currently being implemented in the CoBFIT GCS.
Consider a distributed system with N available nodes. Sup-
pose that for providing intrusion-tolerance, an application
has to be replicated at a subset of the nodes in the distributed
system using the state-machine replication approach. Also,
suppose that the intrusion tolerance requirements for the ap-
plication can vary at run-time. A CoBFIT system is manu-
ally instantiated at each of the N available nodes. The CoB-
FIT system will contain all the framework components and
the service components of the CoBFIT GCS. However, at
this point, the application component (that implements all
the application-specific functionality) is not yet instantiated
at any CoBFIT system. The CoBFIT system at each node
is a process, and all the CoBFIT systems together form a
process group. One way by which the user can specify the
dependability requirements for the application is in terms
of desired fault-resilience. For example, the user may spec-
ify that the state-machine replicated application must be re-
sistant to t Byzantine faults. This specification is given by
the user to the Replication Manager components at the N
nodes. Assuming that N ≥ 3t + 1, the Replication Man-
ager components execute a distributed protocol in which
they agree on the set S of 3t + 1 nodes where the appli-
cation replicas will be instantiated, based on factors such
as the load conditions at various nodes. At a node i ∈ S,
the Replication Manager component will instruct the Con-
structor component to instantiate the application compo-
nent. The application components that have been instanti-
ated at the t + 1 nodes will discover each other by using
the Gossip service (provided by the Gossip service compo-
nent described in Section 4.1), and will form a replication
group. After some time, the user may desire to increase the
fault-resilience to t′ and will accordingly instruct the Repli-
cation Manager components at the N nodes. The Replica-
tion Manager components will again undergo an agreement
on which additional nodes should instantiate the applica-
tion component. Agreement will be reached provided that
no more than �N−1

3 � nodes are corrupted. After agreement,
the Replication Manager components at those CoBFIT sys-
tems already running the application components will in-
struct the application components to finish executing pend-
ing requests and reach a consistent state before allowing
new replicas to join the replication group. Once a consis-
tent state has been reached at all existing replicas, the Repli-
cation Manager components at the CoBFIT systems where
new replicas are to be started are notified. This will result
in the instantiation of the application component at those
systems (by their respective Constructor components). The
new replicas will get the updated application state from the



old replicas (through a state transfer protocol that would be
implemented as a service component). The new replication
group can then continue with normal application process-
ing. It is important to note here that replica state consis-
tency is not the responsibility of the Replication Manager.
That has to be ensured through appropriate protocols im-
plemented as service components (e.g., the Total Ordering
and Reliable Multicast service components in the CoBFIT
GCS).

5. Conclusion

This paper introduces CoBFIT, a component-based
framework that provides specialized support for intrusion-
tolerant services. The design and implementation prin-
ciples of the CoBFIT framework stress characteristics
that are essential for dependability in the face of at-
tacks. These characteristics include portability, reconfig-
urability, flexibility, and adaptability. The framework com-
ponents were designed using well-scrutinized software
patterns with the goal of providing a framework for build-
ing intrusion-tolerant services that is itself robust. We built
a prototype intrusion-tolerant group communication sys-
tem using the CoBFIT framework and described the current
implementation status. Future work includes (1) refin-
ing and extending the prototype implementation of the
CoBFIT framework components, and (2) exploring addi-
tional supporting software mechanisms for intrusion toler-
ance that can be added to the CoBFIT framework.
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