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CoBFIT
We have developed a software toolkit, called CoBFIT, that
implements a comprehensive suite of protocols for efficient
and dynamic replication of a stateful service in an asynchronous environment such as the Internet. The CoBFIT
toolkit can be used to make a generic service fault-tolerant
using the state machine replication approach [7], provided
the service can be structured as a deterministic state machine. The toolkit is implemented in C++ using the ACE
object-oriented network programming toolkit [6] and is on
the verge of an open-source release.
Figure 1 shows the various components in the CoBFIT
toolkit. The framework components form the foundation
upon which protocol components are built. Detailed descriptions of all the CoBFIT protocol and framework components
are given in [5].
The CoBFIT toolkit implements many framework components that provide a common foundation not only for the
specific protocols that we have implemented, but for similar
distributed fault-tolerant protocols as well. The foundation
includes several services that are commonly needed for implementing distributed protocols, including event handling,
network communication, management of protocol components, and cryptographic primitives (by interfacing with the
Cryptlib library [1]).
The CoBFIT suite of protocols is unique in that unlike the
protocols in previous group communication systems, ours do
not make correctness conditional upon the ability to remove
suspected members from the group. The CoBFIT protocols
can be utilized individually to provide their specific properties (e.g., reliable broadcast) as well as together in concert
to realize a dynamic replication group that satisfies the virtual synchrony property [4] in the asynchronous model. The
toolkit includes the following asynchronous Byzantine-faulttolerant protocols:
Broadcast Consistent broadcast (CBroadcast) and reliable
broadcast (RBroadcast) [3],
Agreement Binary agreement (ABBA) and multi-valued
agreement (MVBA) [3],
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Replication Parsimonious protocols (PABC and APE) for
the agreement and execution phases of state machine
replication (respectively) that achieve optimal efficiency
for certain protocol metrics of interest (e.g., message
complexity and overall resource utilization) [5], and
Dynamic Group Management Group membership agreement (GMA), policy-based admission and removal of
group members, and reconfiguration of replication protocols to provide virtual synchrony properties [5].
The CoBFIT toolkit provides a unified graphical user interface (GUI) for instantiating and managing a replicated
service. The GUI was built using the JGraph open-source
graph component [2]. The GUI serves as a central management console from which a user can define the attributes
of each replica node (Figure 2) and the network topology
(Figure 3), specify and alter fault tolerance requirements
(Figure 4), start a replication group (Figure 5), monitor the
execution of the replicas, and do fault injection experiments.
We have demonstrated the capabilities of the toolkit in
the context of a toy application, namely distributed Towers
of Hanoi. We have tested the protocols successfully in the
presence of extensive fault injection campaigns and evaluated them in LAN and WAN (e.g., Planetlab) settings [5].
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Figure 1: Component Instantiation Hierarchy

Figure 2: GUI for Editing Node Attributes

Figure 3: GUI for Editing Network Topology

Figure 4: GUI for Instantiating a Replication Group

Figure 5: GUI for Monitoring, Testing, and FaultInjecting a Replication Group

