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Abstract—Models can help architects design effective and
secure advanced metering infrastructure (AMI) deployments.
Because of the complex interactions among the numerous smart
meters, smart home devices, customers, the utility, and potential
adversaries, the models are often complex and have long execu-
tion times. In addition, the models often contain a large number
of uncertain input variables.

Modelers seek to understand the impact of uncertain input
variables on the model through the use of sensitivity analysis
(SA) and uncertainty quantification (UQ). However, long-running
models are not amenable to such techniques, since they require
that the model be run many times. One approach to help
overcome this challenge is to build a metamodel (a model of
the model) that accurately emulates the original model but is
much faster.

In this paper, we explain an approach we developed to do fast
and thorough SA and UQ using a specially designed metamodel
of stacked regressors that can be used to analyze AMI models.
We demonstrated the approach by applying it to a complex AMI
security model. We show that our metamodel is substantially
faster than the base AMI model, more accurate than other
existing metamodel approaches, and amenable to SA and UQ.

I. INTRODUCTION

Advanced metering infrastructure (AMI) deployments can
give a utility increased oversight and control of the electric grid
by adding cyber capabilities to smart meters. Unfortunately,
such deployments often have a larger attack surface than
traditional deployments and can be easier to attack remotely.
The effects of a successful attack on the electric grid could be
devastating to society. Therefore, AMI deployments must be
carefully designed with a focus on security and resilience.

Modeling is an absolutely critical activity in the design
process. Modeling helps experts in different domains (e.g.
power, security, business) to collaborate and create a shared
vision of the design. Models make assumptions explicit, codify
knowledge, and help architects make informed choices among
different proposed designs. Though fundamental to the design
process, AMI models are threatened by two significant prac-
tical issues: long run times caused by the size and complexity
of the model, and uncertain input variables.

AMI models are often large and take a long time to solve
because they must take into account the complexity of the grid
(which frequently contains relatively novel cyber components)
and the interplay between the grid and the various human
parties that interact with it, including the operators at the

utility, the customers, and potential adversaries. Aspects of
the behavior of the adversaries, customers, and any novel grid
components may be impossible to forecast precisely, but must
be modeled, which introduces uncertainty. The uncertainty can
manifest in uncertain input variables, whose values are not
precisely known.

Traditionally, sensitivity analysis (SA) and uncertainty
quantification (UQ) techniques have been used by modelers to
understand the uncertainty in the model inputs and its effect on
the output. These techniques rely on running (or solving) the
model many times with different combinations of input values.
However, as previously mentioned, AMI models often take
such a long time to run that traditional SA and UQ techniques
cannot be applied directly to the model.

Metamodels offer a way to overcome that issue. A meta-
model is a model that emulates the behavior of the base model
(a model of a model). The metamodel trades some accuracy
for increased speed, which makes it possible to use SA and UQ
techniques that would be impractically slow on the base model.
To be useful, the metamodel (a) must be easy to construct,
preferably automatically; (b) must run significantly faster than
the base model; and (c) must emulate the base model as
accurately as possible.

In this work we show an approach we developed to per-
form fast and thorough SA and UQ through the use of a
specially built metamodel composed of stacked regressors, and
demonstrate through the use of a test case how it can be
applied to large AMI models. We show that the metamodel
is significantly faster than the base model, more accurate than
other metamodeling techniques, and amenable to SA and UQ.
The approach shown in this work can help system architects
to (a) validate models, (b) extract more useful information
from models by exploring the design space faster and more
thoroughly, and (c) make more informed design decisions.

The remainder of this work is organized as follows. We
shall briefly review the related work in Section II. Then we
shall describe in Section III the AMI model we use as a test
case, summarize in Section IV the metamodeling approach,
and explain in Section V how we applied the approach to the
test case model. We shall then present in Section VI the results
we achieved by applying the methods to the test case model.
Finally, we conclude in Section VII with a discussion of the
limitations, use cases, and future directions of the approach.



II. BACKGROUND AND RELATED WORK

We believe that we are the first to use machine learning
techniques to automatically construct fast and accurate meta-
models of AMI models for sensitivity analysis and uncertainty
quantification. We utilize the stacked regressor metamodel
approach described in [1] to build our metamodels. We build
the metamodels to emulate the AMI security model found in
[2], [3] so that we may indirectly conduct SA and UQ.

Relatively simple metamodels have previously been used
in the energy domain. In [4], a Gaussian process regressor
metamodel was used to perform load forecasting in a power
system, while [5] uses linear emulators for parameter estima-
tion and performance prediction of building energy models,
and [6] discusses use of a Support Vector Machine (SVM)
metamodel to optimize a building energy model with more
than 1000 parameters. Those efforts differ from ours in (a)
their choices of metamodel, and (b) the purposes for which the
metamodels are used. Most other researchers choose to use a
single regressor for the metamodel, while we demonstrate the
superiority of an ensemble technique in this work. For surveys
of metamodel-based approaches outside the energy domain,
see [7], [8].

Sensitivity analysis is often employed in the study of models
of smart grids and AMI. Examples include [9] [10] [11] [12].
In that work, sensitivity analysis was applied directly to the
model or system, while in our work we indirectly perform the
sensitivity analysis through the use of a metamodel. Consult
[13] for a recent survey of academic work on measurement
uncertainty in the energy domain, and [14] for a general review
of global sensitivity analysis techniques.

III. THE ADVISE AMI IDS TEST CASE

The test case we use to demonstrate the approach is built
around a model constructed using the ADVISE formalism [15]
to compare the effectiveness of different intrusion detection
systems (IDSes) in an advanced metering infrastructure (AMI)
deployment. The ADVISE model is composed of an adversary
profile and an Attack Execution Graph (AEG) (see Figure 1),
which contains a number of attack steps that the adversary may
chain together to perform a full attack on the system, and the
system variables that serve as preconditions and postconditions
of the attack step. The model’s output metric is the monetary
damage done to the utility as a result of the adversary’s
attack, given the presence of a particular IDS in the system.
A system architect can use the model to help him or her
make an informed choice among the available IDS options.
The description of the model was first published in [2], while
[3] provides a more in-depth look at the model. Please see
those publications for full details.

We consider 18 model input variables in our analysis. The
variables are listed in Table I. The first input variable deter-
mines the adversary type: the adversary may be a disgruntled
insider employee, a customer who attempts to steal power, a
stealthy and well-funded nation-state, or a publicity-seeking
terrorist organization. The second input variable indicates the
IDS present in the AMI: either no IDS is present, or a

Fig. 1. Attack Execution Graph of the ADVISE AMI IDS test case model.

TABLE I
LIST OF INPUTS USED IN THE ADVISE AMI IDS CASE STUDY.

Variable Name Domain
Adversary {Insider, Cstmr., Nat. St., Terrorist}
IDS {None, Central, Dedicated, Embedded}
IDS Multiplier [0.0005, 0.5]
Payoff Scalers (5 total) [0.2, 2]
Cost Scalers (10 total) [0.2, 2]

centralized, dedicated, or embedded IDS is present. An IDS
can lessen the probability that an attacker will successfully
complete a particular attack step in the model, or increase the
cost of attempting that attack step. The third input variable
determines by how much the probability of successfully com-
pleting the attack step is reduced by the IDS. The value is
not known precisely, so we consider a range of values in our
evaluation. The values of the next five input variables scale
the payoff of each of the adversary’s five goals. We do not
know precisely how much an adversary values achieving a
particular goal, so in our evaluation we establish a baseline
value for each goal, and each of these values may be scaled
by its respective payoff scaler. Similarly, we use ten cost
scalers in the evaluation to scale the baseline estimated cost
of attempting an attack step. The baseline values and value
ranges for all the input variables were drawn from [3].

In this analysis, we are primarily interested in answering
two questions. First, we would like to use sensitivity analysis
to rank the contribution of each input variable to the output
uncertainty. Armed with that knowledge, a modeler can focus
his or her limited time and resources on reducing the uncer-
tainty of the most impactful input variables. Second, we would
like to know the degree to which the system architect’s choice
of IDS is sensitive to the uncertainty in the IDS effectiveness
multiplier, the particular adversary goal payoff estimates, and



the attack step cost estimates in the model. SA and UQ will
help us answer those questions.

IV. APPROACH

The AMI model takes a relatively long time to execute
once, and SA and UQ require many model executions. Meta-
modeling is a promising approach for quickly and indirectly
conducting both SA and UQ. In the context of this work, a
metamodel (also known elsewhere as a model surrogate or
emulator) is a model of a model. We call the model that
the metamodel emulates the base model. The metamodel is
designed, given a particular input, to attempt to produce an
output that is the same as the output that the base model
would have produced had it been given the same input. In
practice, it is rare that a metamodel would be able to perfectly
emulate the base model. Usually a metamodel produces an
output that differs as little as possible from the output that
would be produced by the base model given the same input. An
input is defined to be a vector consisting of one value for every
input variable in the model. A metamodel can be constructed
by hand, but we use machine learning (ML) techniques to
do it automatically, as ML is usually faster, easier, and more
generalizable.

In general, ML approaches to metamodeling have four main
stages: (a) data acquisition for training and testing, (b) model
construction, (c) evaluation of the metamodel’s accuracy and
performance, and (d) use of the metamodel in place of the base
model (in our case, for sensitivity analysis and uncertainty
quantification). We shall devote the rest of this section to
exploring each stage in turn.

A. Acquisition of Training and Testing Data

ML approaches require training data to learn, and testing
data to determine accuracy. We gather data for training and
testing by running the base model with many different inputs
and recording the resulting outputs. There exist a number
of strategies for sampling the input space, and each has
different strengths. Options include Latin hypercube sampling
(LHS) [16] [17], sampling based on Sobol sequences [18],
adaptive sampling [8], and random sampling. Though [1]
suggests that training data collected through Sobol sequence
sampling may produce slightly more accurate metamodels
than random sampling or LHS sampling, we chose to use
uniform random sampling in this work for its simplicity, well-
understood properties, and ease of use. In future work, we will
compare the effectiveness of various sampling strategies.

B. Building the Metamodel

A metamodel may be built using the training data through
the use of machine learning. Different ML approaches for
metamodel construction exist. In this work, we compare two
sophisticated approaches with each other and with a simpler
approach for testing. The three metamodel types we consider
are the Naive metamodel, the Best of Many metamodel, and
the Stacked metamodel. We shall briefly describe each in turn.

Naive Metamodel: The first metamodeling approach is
extremely simple and is used solely to benchmark the other
approaches. The Naive metamodel approach takes the training
data and calculates the average of the outputs. The metamodel
then uses this average as its output, regardless of the input
it receives. The accuracy of the Naive metamodel sets a low
threshold that all of the other metamodels should convincingly
surpass to be considered viable.

Best of Many Metamodel: We call the next metamodeling
approach that we consider the Best of Many approach. It is
motivated by (a) the existence of many different types of
regressors, (b) the fact that many regressors have hyperpa-
rameters that must be tuned, and (c) the difficulty of knowing
which regressor and hyperparameter settings would produce
the most accurate result given a particular training set. The
Best of Many approach involves taking a number of different
types of regressors (with different hyperparameter settings),
training each with the training data, and then selecting the
most accurate regressor as the metamodel. The Best of Many
approach is the current state-of-practice found in most of the
related work. We strive to surpass its performance with our
Stacked ensemble approach. We use twenty-five regressors as
the committee, and select the most accurate. The regressors
include:

• 1 random forest (RF) regressor,
• 7 different multilayer perceptrons (MLPs) (each with a

different combination of solver and activation function),
• 4 different gradient boosting regressors, each with a

different loss function,
• 1 Ridge regressor,
• 10 different k-nearest neighbors (KNN) regressors, with

the number of neighbors drawn from the set {1,2,4,8,16}
and the weighting drawn from the set {uniform, dis-
tance},

• 1 Gaussian process (kriging) regressor, and
• 1 stochastic gradient descent regressor.

Stacked Metamodel: The third type of metamodel con-
struction process we consider is the Stacked metamodel. We
shall briefly summarize the approach here; for details, please
consult [1]. The Stacked metamodel approach is motivated by
the intuition that a committee of regressors working together
may perform better than the strongest single regressor from
the committee working alone (the Best of Many approach
described above), since the regressors will have different
strengths and weaknesses. As an example, Regressor A may be
more accurate in one region of the input space, and Regressor
B may be more accurate in another region.

Taking the average of the committee outputs as the final
output of the committee is perhaps the simplest and most
straightforward way to use multiple regressors together. How-
ever, if a simple average is taken, poorly performing ensemble
members will have the same “vote” or contribution to the
final output as the highly performing ensemble members.
The approach could be strengthened if the contributions of
the highly performing members were weighted more highly



Fig. 2. Illustration of the Stacked metamodel approach.

than those of the lower-performing members. A natural way
to accomplish such weighting is to use ML to learn the
appropriate weighting.

Stacking is a ML technique that is particularly well-suited
for the task, and has helped competitors build ensembles that
win ML competitions [19]. Stacking involves obtaining the
predictions from a committee of trained regressors, adding
them to the original training data, and using the augmented
dataset to train another regressor or committee of regressors.
The outputs/predictions from the first-level committee helps
inform the second-level regressor or committee.

Following [1], we use the same 25 regressors that form
the Best of Many committee described earlier as both the
first-level committee and the second-level committee. We filter
especially poorly performing regressors from each committee
before forwarding its results to the next level. We average the
results of the second-level committee to obtain the final meta-
model output. The Stacked metamodel approach we employ
is illustrated in Figure 2.

C. Evaluating Metamodel Accuracy

Once the metamodel has been trained, we can use the test
data collected in the first stage to evaluate the accuracy of a
metamodel. We use the test inputs to obtain the predictions
of the metamodel, and compare the predicted values with
the actual outputs produced by the base model. The absolute
value of the difference between the metamodel output and
the base model output is the error of the metamodel. The
average absolute error helps the modeler determine whether
the metamodel is accurate enough to serve as an effective
model surrogate.

D. Using the Metamodel to Perform Sensitivity Analysis

Sensitivity analysis and uncertainty quantification tech-
niques may be applied directly to the metamodel in the usual
way once the modeler has made the determination that the
metamodel is an acceptable surrogate for the base model.
Numerous methods for performing sensitivity analysis exist
[14]. Prominent examples include the Morris method [20] [21],
the Feature Importance method [14] [22], and Sobol sensitivity
analysis [23]. In this work, we chose to use the Sobol SA
method, as it is a commonly used and powerful method for
performing global sensitivity analysis. We employ a Monte
Carlo approach for uncertainty quantification adapted from
[24].

V. APPLICATION: ONE-HOT ENCODING VS. SPLITTING

The Stacked metamodel approach described in [1] implicitly
assumes that all the input variables will have quantitative
values. However, the AMI model in our test case has two
qualitative (categorical) inputs: the IDS type and the adversary
type. We had to carefully consider how to use the qualitative
inputs, which required us to adapt the approach. We chose to
evaluate two methods.

The first, the one-hot encoding approach, was inspired by a
technique commonly used in ML applications for representing
categorical data. With one-hot encoding, the categorical input
is removed, and a new binary variable for each category value
is added. Thus, using the test case model as an example, the
input variable representing the IDS type (which can take one
of four values: None, Centralized, Dedicated, or Embedded)
is removed and replaced with four new binary input variables,
one for each value the old input could take. Only one of the
four newly-introduced binary input variables will be true at
any one time. The metamodel is trained once the dataset has
been processed by the one-hot encoding technique.

The second approach, which we call the split approach,
is to split the training dataset such that there is a sepa-
rate partition for each possible combination of qualitative
values, and then to train a metamodel for each separate
partition. With the split approach, the training data from the
AMI test case model we consider would be split into 16
partitions, because there are two qualitative inputs that can
each take one of four values IDS × ADV , where IDS =
{None,Centralized,Dedicated,Embedded} and ADV =
{Customer, Insider,NationState, Terrorist}. Then a new
metamodel would be trained for each dataset, for a total
of 16 different metamodels. During testing or use, inputs
would be similarly divided and processed by the corresponding
metamodel.

The two approaches have different strengths. The one-hot
encoding stacked approach uses all of the available data to
train the metamodel, while the split-stacked approach can
use only a fraction of the data (about one-sixteenth of the
data for the AMI test case model) to train any one of the
split metamodels. The ability to utilize all of the data is a
strength for the one-hot encoding stacked approach, especially



in situations like ours in which it is difficult and time-
consuming to obtain additional training data. On the other
hand, training a separate metamodel for each data partition
may simplify the regression problem. Some machine learning
techniques may perform better if trained on a smaller dataset
that contains no categorical data. It is not clear a priori which
of the two approaches will produce the most accurate results,
so we compare them in Section VI.

VI. ANALYSIS

To be effective, a metamodel must (a) accurately emulate
the behavior of the base model, (b) be significantly faster
than the base model, and (c) be amenable to SA and UQ
techniques. In this section, we will show that the metamodel
we have constructed has these properties. We used the scikit-
learn Python package [25] to build the regressors, and the
SALib Python package to perform Sobol sensitivity analysis
[26]. All experiments were performed on a computer with an
Intel i7-5829K processor and 32 GB of RAM.

A. Accuracy

Recall that each metamodel is trying to predict, as closely
as possible, what the base model would output given the
same input. The base model, in turn, gives a forecast of the
monetary damage a particular adversary would inflict on an
AMI protected by a particular kind of IDS. The average error
in the metamodel represents the average difference between
the metamodel’s prediction and the base model’s actual output.
We had a test set consisting of 1000 randomly generated inputs
(in the range given in Table I) and the corresponding outputs
from the base model. The smallest value among the outputs
was 0, and the largest was 11,608,170. Table II shows the
average error of the different metamodels we trained. The
three metamodel types we trained were the Naive metamodel,
the Best of Many metamodel, and the Stacked metamodel.
We had two versions each of the Best of Many and Stacked
metamodels: one trained with the dataset processed by one-hot
encoding, and one trained with the split dataset, as described
in Section V. We trained three metamodels of each type with
datasets containing 250, 1000, and 4000 samples, respectively.

As expected, the Naive metamodels perform poorly (all
of the other, more sophisticated metamodels are substantially
more accurate) and demonstrate little improvement with addi-
tional training samples. While the Stacked metamodels trained
with 250 samples perform about the same as the Best of
Many metamodels trained with 250 samples, the other Stacked
metamodels are more accurate than their corresponding Best
of Many metamodels. That result suggests that the ensembles
composed of stacked regressors are no worse, and, if given
enough training samples, are substantially better than the best
of the collection of regressors by itself, demonstrating the
utility of the stacking/filtering approach given in [1]. Finally,
the splitting approach yielded substantially more accurate
metamodels than one-hot encoding for our AMI model. All of
the split stacked metamodels had an average error that was less
than 1% of the observed range of outputs (previously found

to be 11,608,170), which should be sufficiently accurate for
our sensitivity analysis and uncertainty quantification.

B. Speed

We rounded all reported times to the nearest second. We
ran the base model one thousand times with random inputs,
which took 6733 seconds (a little under 2 hours). We also
ran the split stacked metamodel one thousand times with the
same random inputs, and that took a total of 38 seconds.
The metamodel is thus more than 100 times faster than the
base model. Training of the split stacked metamodel with a
training dataset consisting of 4000 random samples took 14
minutes and 31 seconds. The code was not parallelized, but
both the metamodel training and the execution could easily be
parallelized for additional gains in speed. For example, each
regressor at a particular level can be trained independently of
the others at the same level, and each regressor at a particular
level can be executed to obtain its prediction independently of
the others at the same level.

C. Sensitivity Analysis

We conducted a Sobol sensitivity analysis in an effort to
determine how much the uncertainty in each input variable
contributes to the uncertainty of the output. We performed
the sensitivity analysis on both the base model and the split
stacked metamodel trained with the dataset containing 4000
random samples. The Sobol sensitivity analysis used 48000
samples. It took over 90 hours to complete on the base model,
and approximately 30 minutes to complete on the trained
metamodel.

The results of the sensitivity analysis may be found in
Table III. The table shows the total order index calculated
by the Sobol sensitivity analysis for each input variable. That
index measures the contribution of the uncertainty of the
input variable on the output. We also show the ranking of
the importance of each input variable from most sensitive to
least as measured by the total order index. We show the total
order index and ranking for both the metamodel and the base
model. We also show the rank error: the absolute value of
the difference in SA ranking between the base model and
the metamodel. Only one input variable (CostScalar6) has
a rank error of more than 2. On average the metamodel’s
ranking differed from the base model’s ranking by only 1.25
places. The metamodel also correctly determined the three
most sensitive and three least sensitive input variables.

The results show that the metamodel is a very good sur-
rogate for the base model, as (a) it is much faster, and (b) a
sensitivity analysis applied to the metamodel produces results
that are very similar to the results obtained by a sensitivity
analysis applied directly to the base model.

A modeler may use the rankings provided by the SA to
focus his or her attention on reducing the uncertainty of the
most sensitive input variables (Cost Scalars 1, 4, and 9) while
spending less time on the least sensitive input variables (the
IDSMultiplier, and Cost Scalars 2 and 3).



TABLE II
AVERAGE PREDICTION ERROR GIVEN TRAINING DATA AND REGRESSOR TYPE.

Training Data Naive One-Hot Encoding Split One-Hot Encoding Split Stacked
Num. Samples Metamodel Best of Many Metamodel Best of Many Stacked Metamodel Metamodel

250 1,594,770 243,531 71,798 249,163 69577
1,000 1,369,770 187,585 60,614 113,093 46,364
4,000 1,379,670 108,962 60,121 79,006 45,675

Input Name Metamodel Base Model Rank
Sobol SA Method Sobol SA Method Error

Total Rank Total Rank
Ord. Ind. Ord. Ind.

CostScalar1 1.069 1 1.221 1 0
CostScalar4 1.055 2 1.189 2 0
CostScalar9 1.047 3 1.180 3 0
PayoffScalar5 0.949 5 1.174 4 1
CostScalar5 0.937 6 1.163 5 1
PayoffScalar1 0.913 7 1.149 6 1
PayoffScalar3 0.910 8 1.140 7 1
CostScalar7 0.874 10 1.102 8 2
PayoffScalar2 0.848 11 1.083 9 2
CostScalar10 0.890 9 1.075 10 1
PayoffScalar4 0.841 12 1.036 11 1
CostScalar8 0.838 13 1.033 12 1
CostScalar6 1.030 4 1.0294 13 9
IDSMultiplier 0.672 14 0.6933 14 0
CostScalar2 0.563 15 0.609 15 0
CostScalar3 0.242 16 0.332 16 0

TABLE III
AMI SENSITIVITY ANALYSIS.

D. Uncertainty Quantification

Recall that we are interested in determining whether the
choice of IDS is sensitive to the uncertainty in the model
input variables. To help answer this question, we ran 80,000
random samples through the metamodel (20,000 for each IDS
option) to thoroughly explore the input space. The results
of our uncertainty quantification analysis are summarized in
Table IV, which shows the average, 95th percentile, and 99th
percentile damage calculated by the metamodel for each IDS
option. The results confirm that any IDS provides substantially
better protection than none, even when the uncertainty in the
input variables is factored in. The modeler can use these results
to help select the correct IDS for an AMI, given the modeler’s
risk tolerance and the costs of acquisition and maintenance.

VII. CONCLUSION

In this work, we demonstrated a metamodeling-based ap-
proach for performing fast and thorough SA and UQ on an
AMI model. We evaluated two ways to adapt the metamodel
approach [1] to handle a mix of qualitative and quantita-
tive inputs and found that splitting produced more accurate
metamodels than one-hot encoding did. We also confirmed
that the stacked metamodel approach is significantly more

TABLE IV
ESTIMATED MONETARY DAMAGE GIVEN IDS.

IDS Type Average 95% 99%
None $3,076,859 $11,608,170 $11,608,169
Centralized $447,718 $3,036,137 $3,040,767
Distributed $255,162 $1,019,546 $1,019,546
Embedded $325,785 $1,019,546 $1,019,546

accurate than the Best-of-Many approach. Most importantly,
we found that a sensitivity analysis conducted on the trained
metamodel yielded results similar to those of a sensitivity
analysis conducted on the base model, but was more than
one hundred times faster. Further, we found that thorough
uncertainty quantification can be quickly conducted on the
metamodel to help a modeler make design choices.

A. Limitations

The metamodel-based approach described in this paper
works best when certain conditions are met. If the base model
runs very quickly, it is preferable to apply the sensitivity
analysis and uncertainty quantification techniques to the model
directly, since metamodels rarely perfectly emulate the base
model. On the other hand, if the base model runs very slowly,
it may be impossible to obtain enough training and testing
samples to construct and evaluate the metamodel. If that is
the case, the modeler should consider either building the
metamodel by hand or modifying the base model so that
it runs more quickly. It would be prudent for a modeler to
consider such runtime issues before attempting to apply our
technique to their own models. Another limitation is that if
the structure of the base model changes, the metamodel will
need to be retrained with new data collected from the changed
base model. Finally, our approach only addresses uncertainty
in the input variables, not uncertainty involving the model’s
structure.

B. Uses

We believe that the stacked metamodel approach outlined in
this paper can help modelers quickly and thoroughly explore,
evaluate, and validate their models. The ability to view and
study complex, high-fidelity, and long-running AMI models
using this approach should help system architects make better
decisions during the design stage, which will in turn lead to



more secure, safer, cheaper, and more effective AMI deploy-
ments. We see this approach primarily as a tool that can be
used by system architects during the design phase.

However, the speed of the metamodel approach opens
intriguing possibilities for its use as a security aid during
the operational lifetime of the AMI deployment. Traditional
complex high-fidelity AMI security models often run too
slowly to be much use in responding to security incidents
as they happen. Metamodels, on the other hand, could be
quickly queried to help intrusion-prevention systems or human
operators make informed security decisions in near real-time.
Information from sensors throughout the network could be fed
into the metamodel as inputs. Using that constantly updated
source of information, the metamodel could predict the adver-
sary’s next steps and recommend appropriate responses.

C. Future Directions

The most time-consuming part of the metamodel-based
stacking approach is collection of the data needed to build
and test the regressors. In the future, we would like to explore
whether adaptive sampling approaches (e.g., those presented
in [8]) could help in creating better training datasets with
fewer samples than are required by the non-adaptive sampling
approaches explored in [1]. Adaptive sampling techniques
could ultimately save the modeler time and increase accuracy
by focusing exploration of the input space on high-impact,
poorly explored regions. We would also like to investigate
how changing the size and heterogeneity of the committee
impact the accuracy of the metamodel. Finally, we would like
to parallelize our code to realize even greater speed gains in
both metamodel training and use.
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