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Abstract
Model-based evaluation of reliable distributed and

parallel systems is di�cult due to the complexity of
these systems and the nature of the dependability mea-
sures of interest. The complexity creates problems for
analytical model solution techniques, and the fact that
reliability and availability measures are based on rare
events makes traditional simulation methods ine�-
cient. Importance sampling is a well-known technique
for improving the e�ciency of rare event simulations.
However, �nding an importance sampling strategy that
works well in general is a di�cult problem. The best
strategy for importance sampling depends on the char-
acteristics of the system and the dependability mea-
sure of interest. This fact motivated the development
of an environment for importance sampling that would
support the wide variety of model characteristics and
interesting measures. The environment is based on
stochastic activity networks, and importance sampling
strategies are speci�ed using the new concept of the im-
portance sampling governor. The governor supports
dynamic importance sampling strategies by allowing
the stochastic elements of the model to be rede�ned
based on the evolution of the simulation. The utility
of the new environment is demonstrated by evaluating
the unreliability of a highly dependable fault-tolerant
unit used in the well-known MARS architecture. The
model is non-Markovian, with Weibull distributed fail-
ure times and uniformly distributed repair times.

1 Introduction
Evaluating the reliability, availability, and perfor-

mance of distributed and parallel systems is a chal-
lenging problem due to the complexity of these sys-
tems and the nature of the questions that must be
answered. The complexity of modern distributed sys-
tems is very high, often precluding the straightforward
application of analytical modeling techniques. By ab-
stracting complexity deemed unnecessary relative to a
modeling study, analytical models may be constructed
and solved. But the di�culty in this approach lies in
deciding which features of a system may be abstracted
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without severely biasing the results of the study. To
avoid this problem, one may turn to simulation, where
the model size is usually not the constraining factor.
Therefore, simulation models may be built to more
accurately reect the system under study. But simu-
lation is not without its problems.

The main problem in evaluating reliable distributed
systems via simulation is the small probability asso-
ciated with important events such as system failure.
One approach to solving this problem is to use impor-
tance sampling to improve the e�ciency of simulation
by focusing the simulation e�ort on sample paths that
are likely to lead to such events. Importance sampling
allows one to change the probability measure govern-
ing the evolution of the model so that rare events oc-
cur more frequently. To compensate, the observations
taken from the altered model are weighted by a factor
called the likelihood ratio. Informally, the likelihood
ratio is the ratio of the probability of obtaining the
observation under the original probability measure to
the probability of obtaining the observation under the
new measure.

Despite the di�culty of �nding a technique that
works well in general [8, 9, 13, 14, 17, 20], the po-
tential of importance sampling to provide orders of
magnitude reductions in the variance of an estimate
motivated researchers to look for strategies that would
work well within certain classes of models. For exam-
ple, Lewis and B�ohm [20] applied importance sampling
to Markovian unreliability models. They developed
techniques called \failure biasing" and \forced transi-
tion" and obtained signi�cant variance reductions.

Goyal, Shahabuddin, Heidelberger, Nicola, and
Glynn (see [8], and the references therein) extended
these techniques to adapt to the class of Markovian
dependability models representable in the language of
the SAVE [1] software package. They developed meth-
ods for steady-state dependability measures. Sha-
habuddin [31, 34] developed the \balanced failure bi-
asing" heuristic for SAVE models and proved that it
has the property of bounded relative error, in which
the error of the simulation results is independent of
the rarity of the event. Furthermore, he used large
deviations results [4, 27] to derive \asymptotically op-
timal exponential changes of measure" for systems
that achieve high dependability through massive re-
dundancy. Carrasco [3] has proposed a modi�cation



of the basic failure biasing approach that utilizes the
\failure distance" concept to estimate dependability
measures. Juneja and Shahabuddin [12] proved that
straightforward application of failure biasing can lead
to estimators with in�nite variance in models with de-
layed group repair, and suggested an e�ective alterna-
tive strategy.

E�cient techniques for evaluating transient de-
pendability measures of Markovian systems have been
explored by Carrasco [2] and Shahabuddin [33]. In [2],
Carrasco uses estimator decomposition techniques to
estimate the Laplace transforms of unreliability and
unavailability. Bounded relative error results for tran-
sient measures are discussed in [33].

Some work has also been done on importance sam-
pling for more general discrete event systems. Glynn
and Iglehart [7] have examined the application of
importance sampling to the broad class of discrete
event simulations representable by a generalized semi-
Markov process (GSMP) [6], but they did not con-
sider any speci�c changes of measure. Nicola, et
al. [22, 23, 24] extended the failure biasing and forcing
techniques to systems with more general failure and
repair distributions. The systems considered in these
papers have the same structure as SAVE type mod-
els, only the holding time distributions are altered.
Heidelberger et al. [10] discuss bounded relative er-
ror results for transient measures of non-Markovian
SAVE type systems. Van Moorsel, Haverkort and
Niemegeers [35, 36] have proposed an interesting alter-
native to importance sampling for estimating steady-
state measures inuenced by rare events.

In this paper, we present work motivated by our
desire to experiment with di�erent importance sam-
pling methods over a wide range of models. The pa-
per concentrates on dependability evaluation, but the
environment is exible enough to support many di�er-
ent performance and dependability measures and the
corresponding importance sampling strategies. The
environment is based on stochastic activity networks
(SANs) [21], a stochastic extension to Petri nets.

The �rst section of the body of this paper presents
the \importance sampling governor," a mechanism
whereby new probability measures governing the evo-
lution of a SAN are speci�ed as a �nite state ma-
chine whose states are SAN component de�nitions and
whose transitions depend on the evolution of the SAN.
The next section describes how this approach to speci-
fying importance sampling measures was implemented
using an event rescheduling algorithm similar to that
in [23]. The main point of this section is the deriva-
tion of the likelihood ratio for the simulation of a SAN
under the inuence of an importance sampling gover-
nor. Finally, our implementation of the described en-
vironment is used to obtain results for the unreliabil-
ity of the MARS architecture over short missions. The
model is non-Markovian, with Weibull failure time dis-
tributions and uniform repair time distributions. Us-
ing the new environment, we discovered that tradi-
tional failure biasing techniques performed poorly in
this case. To solve the problem we introduce a natu-
ral extension to these techniques and demonstrate its
e�ectiveness for the considered problem.

2 Importance Sampling Environment
The essence of importance sampling is the follow-

ing transformation. Let Y be a random variable de-
�ned on the probability space (
;F ; P ). If P 0 is an-
other probability measure on (
;F), and is absolutely
continuous with respect to P (i.e., P (A) 6= 0 implies
P 0(A) 6= 0 for all A 2 F), then

EP [Y ] =

Z



Y dP =

Z



Y
dP

dP 0
dP 0 = EP 0 [Y L];

where L = dP=dP 0 is called the likelihood ratio, and
the subscript of the expectation operator refers to
the probability measure with respect to which the ex-
pected value is taken. This transformation suggests
that an alternative method of estimating Y under P
is to estimate Y L under P 0.

In SAN simulation, the probability space under
consideration is the space of possible sample paths.
In this case, P is rarely available in an analytic form.
Instead, P is induced by the stochastic components
of the model. Therefore, the likelihood ratio is also
rarely available in an analytic form.

The approach to importance sampling discussed in
this section was designed to expedite the process of
inducing P 0 by altering the stochastic components of
the SAN, and to provide a method for calculating the
likelihood ratio to compensate for the change of mea-
sure.

2.1 SAN-Based Reward Models
The primitive elements used to construct a SAN are

places, gates, and activities [21]. Places are as in Petri
nets. Gates are used to connect places to activities.
Of primary importance to the discussion in this paper
is the activity element, since the activity de�nition
contains the probability distributions that determine
the probability measure on the sample path space of
the SAN.

There are two types of activities: timed, and instan-
taneous. The delay represented by a timed activity
is described by a continuous probability distribution
function called the \activity time distribution func-
tion." Given a timed activity a, and a marking �, the
activity time distribution function of a in � is denoted
by F (�; �; a). The semi-colon notation used here in-
dicates F is parameterized by the activity. Cases on
activities are used to represent uncertainty about the
action taken upon completion of an activity. C(�; �; a)
is the case distribution of a in �, a discrete probability
distribution over the cases.

An activity is enabled when all of its input gates
hold. A marking in which only timed activities are
enabled is called a stable marking. If instantaneous ac-
tivities are enabled, the marking is unstable. We repre-
sent the set of enabled activities in a stable marking, �,
by en(�). When an activity �rst becomes enabled, it
is activated, that is, scheduled to complete. Activation
also occurs when an activity completes, but remains
enabled. The marking at activation time is known as
the activation marking. The time between activation
and scheduled completion of an activity, called the
activity time, is sampled from the activity time distri-
bution, F (�; �; a), where � is the activation marking.
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Figure 1: SAN model of a MARS FTU.

The completion of an activity in a SAN is analogous to
the �ring of a transition in a Petri net. Upon comple-
tion of an activity, input gate functions are executed
�rst, followed by output gate functions. These func-
tions operate on the current marking of the SAN to
produce the next marking [21]. Activities that are ac-
tivated are not required to complete. An activity is
aborted when the SAN moves into a new stable mark-
ing in which one or more of the activity's input gates
no longer hold. Reactivation occurs when the SAN en-
ters a stable marking that is an element of the set of
reactivation markings of a in �. When an activity is
reactivated, it is aborted and activated. Given a timed
activity, a, and reactivation marking of a in �, �0, the
new activity time of a is sampled from F (�; �0; a).

As an example, consider a SAN model of the Fault-
Tolerant Unit (FTU) used in the MAintainable Real-
time System (MARS) [18], shown in Figure 1. This
model is based on the de�nition of the MARS architec-
ture given by Kantz [15], and Kantz and Trivedi [16]
in related modeling studies. We introduce the model
here to illustrate the use of SAN primitives to model
systems. Results for the model are obtained in Sec-
tion 4.

An FTU consists of two processors, both of which
are active, while a third \shadow" processor runs in
hot standby mode. The two active processors are mod-
eled by places one and two; each place initially con-
tains a single token. The failure time distributions
of the processors are modeled through the connected
activities h fail1, i fail1, etc. Each processor is sus-
ceptible to three di�erent types of failures. For ex-
ample, failures corrupting the internal state [16] of
the �rst processor are modeled by h fail1 and i fail1,
while hardware failures are modeled via p fail1. More
speci�cally, the internal state of a processor is de-
composed into the history-state and the initialization-
state. h fail1 models the time between transient fail-
ures that corrupt the history-state of the processor,
and i fail1 models the time between transient failures

Table 1: Activity time distributions in the MARS
FTU model.

Activity Distribution Parameter values

h fail1 Weibull
shape 2.0

scale 4231

i fail1 Weibull
shape 2.0

scale 16926

p fail1 Weibull
shape 2.0

scale 33851

h rep1 uniform
lower bound 0.00433333

upper bound 0.01233333

i rep1 uniform
lower bound 0.0433333

upper bound 0.1233333

p rep1 uniform
lower bound 2.0 � 24.0

upper bound 12.0 � 24.0

that corrupt the initialization-state of the processor
(stored in ROM). The activity time distributions of
these activities are listed in Table 1. The failure activ-
ities associated with the second processor are identi-
cally distributed to those for the �rst, so only one set is
shown in the table. The means of the distributions are
3750, 15000, and 30000 hours, as given in [15]. (Recall
that if � is the shape parameter and m is the desired
mean, the scale parameter of the Weibull distribution
must be �m=�(1=�), where �(z) =

R1
0 tz�1e�t dt for

z > 0 [19]. Fortunately, �(1=2) =
p
� and �(z + 1) is

simply z ! when z is a nonnegative integer.) Since a
shadow component runs in a hot standby mode it can
immediately take over the job of a failed processor.
Thus an instantaneous activity is used to model the
shift of the shadow processor into active duty when an
active processor fails.

The MARS architecture modeled here uses self-
checking hardware, a fault-tolerant operating system,
and two-fold execution of tasks to achieve an esti-
mated coverage of 0.9996 [15]. This coverage factor
is modeled using cases on the failure activities. For
each activity, the top case corresponds to an uncovered
failure and the bottom case models a covered failure.
The case distributions for each activity are listed in
Table 2. When an uncovered failure occurs, the sys-
tem crashes. The output gates OG1, OG3, OG5, : : :
place the SAN in an absorbing marking indicating the
system has crashed.

When a processor failure is successfully covered by
the fault-tolerance mechanisms repair begins immedi-
ately. Suppose the �rst processor su�ers a hardware
failure and there is at least one other working pro-
cessor. The lower case (case two) of activity p fail1



Table 2: Activity case distributions in the MARS FTU
model.

Activity Case Probability

h fail1 1 0.0004

2 0.9996

i fail1 1 0.0004

2 0.9996

p fail1 1 0.0004

2 0.9996

is chosen (i.e., the failure is covered) with probability
0.9996, causing OG6 to place a token in p cov1. As a
result, p rep1 is activated and repair has begun. Re-
pairs of processors in each of the three failure modes
are modeled by activities p rep1, i rep1, and h rep1.
The activity time distributions for the repair activi-
ties in the MARS model are listed in Table 1. The
means are 1=120, 1=12, and 168 hours. If a failure oc-
curs that exhausts the redundancy, then activity crash
moves the model into an absorbing marking.

Upon completing the model of the system, one must
specify the performance/dependability measures of in-
terest in terms of the model. In the SAN modeling en-
vironment, performance/dependability measures are
speci�ed in terms of reward variables [30]. A reward
variable consists of a reward structure [11] together
with a variable type. The reward structure associates
rate rewards with markings of the SAN, and impulse
rewards with activity completions.

As an example reward variable speci�cation, we
consider the unreliability of a MARS FTU. A reward
structure identifying the failed marking is

C(a) = 0;8a 2 A

R(D) =

�
1 if D = f(system failed; 1)g
0 otherwise:

(1)

In (1), C(�) denotes the impulse reward on an activity
and R(�) is the rate reward function as de�ned in [30].
Using this reward structure, the unreliability during
the interval [0; t] is PfVt = 1g, where Vt is a vari-
able of type \instant-of-time" [30]. An instant-of-time
variable may be used for unreliability in this case be-
cause the failed marking is an absorbing marking. It is
important to note that although the reward variable
used for this example is simple, the reward variable
framework is capable of expressing many di�erent and
much more complicated measures of performance and
dependability; it is a very important element of the
environment presented here.

A pairing of a stochastic activity network with
a reward structure is called a SAN-based reward
model (SBRM). A technique for composing individ-
ual SBRMs into a hierarchical composed SAN-based
reward model exists, and has been used to reduce the
size of the state space considered by analytic solution
methods [29], and to reduce the future event list man-
agement in simulation [28]. The methods discussed

here extend to composed SBRMs.

2.2 Importance Sampling Governor
Given a SAN-based reward model, the next step in

applying importance sampling is to describe the new
probability measure that will govern the evolution of
the sample paths of the model. The second component
of our environment, the importance sampling gover-
nor, is a mechanism for describing the new measure in
terms of the components of the SAN. The impetus be-
hind this approach is the desire for a new probability
measure that is easy to sample. If the e�ort required
to obtain a sample from the new measure is too large,
it may nullify the bene�ts of the variance reduction.
By specifying the new measure in terms of the SAN,
one can reasonably assume that the sampling e�ort for
the new measure is comparable to that of the original
measure.

Informally, the importance sampling governor, or
\the governor," is similar to a �nite state machine.
The states of the governor correspond to biased ver-
sions of the original model. That is, each governor
state describes modi�cations to the activity time dis-
tributions and case distributions in the original SAN.
The modi�cations are restricted to timed activities.
This restriction does not signi�cantly impact the ver-
satility of the governor, since the behavior due to an
instantaneous activity can always be duplicated with
a gate on a timed activity.

Input to the governor is a sequence of acm-states.
An acm-state of a SAN is a triple (a; c; �), where
a is the timed activity that completed and c is the
case chosen that brought the SAN into marking �.
For a given SAN, say SAN, the importance sam-
pling governor is formally de�ned as a four-tuple,
M = (Q; q0;Z ; T ), where:
1. Q is a �nite set of state symbols. Each q 2 Q con-

sists of an activity time distribution assignment
and a case distribution assignment for SAN. In
governor state q, a timed activity a in marking
� has case distribution C(�; �; a; q), and activity
time distribution function F (�; �; a; q).

2. q0 2 Q is the initial state of M .

3. Z is a countable set of input symbols that is iden-
tical to the set of possible acm-states for SAN. In
cases whereZ is countably in�nite, the state tran-
sition function allows only a �nite subset of Z to
cause transitions to new states.

4. T : Q � Z ! Q is the state transition function.
That is, for a given state ofM, q, and SAN acm-
state z, T (z; q) denotes the next M state. T is a
partial function, de�ned only on a �nite subset of
Q�Z . Elements for which T is unde�ned result
in a self loop.

The formal de�nition of a governor is important for
expressing the likelihood ratio and the nature of sam-
ple paths of a governed SAN [25], but the algebraic
notation is awkward for describing real governors in
terms of actual SANs. In practice, the governor is ex-
pressed in terms of a state diagram and two tables.



One table lists the the state de�nitions, i.e., the activ-
ity time distribution assignment and case distribution
assignment that should be applied to the SAN when
the governor is in each state. States are typically given
descriptive names by the user. Another table is used
to de�ne the state transition function. For each gov-
ernor state, this table contains a Boolean function of
the SAN marking for each transition out of the gover-
nor state. An example governor for the MARS FTU
is speci�ed using this representation in Section 4.

A governed SAN evolves in a manner very similar to
that of a normal SAN. In a given acm-state, an activity
completes, a case is chosen, and the SAN transitions
to a new marking with a probability determined, in
part, by the case distribution assignment in the cur-
rent governor state. Before the future events schedule
is updated, the governor state transition function is
executed (with the new acm-state as input) to deter-
mine if the governor changes state. Then, the future
events list is updated using the activity time distri-
bution assignment associated with the new governor
state. When the governed SAN enters an acm-state
that triggers a governor transition to a new gover-
nor state, newly activated activities are scheduled ac-
cording to the activity time distributions speci�ed by
the new governor state. In addition, enabled activities
whose activity time distributions are altered by a gov-
ernor state change are reactivated using the activity
time distributions speci�ed by the new governor state.
This execution policy provides exibility in choosing
the importance sampling strategy, at the cost of con-
straining the activity time distributions in the original
SAN to those with closed form cumulative distribution
functions.

Specifying importance sampling strategies at the
SAN, rather than at the state space, level is conve-
nient. The primary bene�t is derived from the expres-
sive power of stochastic activity networks. In partic-
ular, one can usually arrive at a compact representa-
tion for an importance sampling strategy that spans
a large portion of the state space. The failure biasing
heuristic [20] increases the total probability of a failure
event relative to a repair event, while maintaining the
conditional probabilities of each type of failure event,
given a failure event occurs. Suppose one wishes to in-
crease the total probability of a failure event to p(�),
depending on �, the current marking of the SAN. For
Markovian models, one can increase the probability
of a failure event by reactivating the failure activities
after scaling their rates with respect to the repair ac-
tivity. The scale factor, denoted �(�), will depend on
the total probability of a failure transition in �. In
general, if m and n are, respectively, the number of
repair activities and the number of failure activities
enabled in �, then

�(�) =
p(�)

Pm
i=1 �(i;�)

(1� p(�))
Pn

j=1 �(j;�)
;

where �(i;�) is the rate associated with the i-th re-
pair activity enabled in marking � and �(j;�) is the
rate associated with the j-th failure activity enabled
in marking �.

The balanced failure biasing technique [8, 31] is

even easier to implement. For balanced failure biasing,
the total probability of a failure event in � is still p(�)
but the conditional probabilities of the enabled failure
activities are made equal. That is, given a failure has
occurred, the probability distribution governing which
failure activity completed is a discrete uniform distri-
bution. In this case, the rate of each failure activity is
given by

�(�;�) = p(�)
Pm

i=1 �(i;�)

n(1� p(�))
: (2)

In Section 4 we discuss how to apply this idea to non-
Markovian SANs.

3 Importance Sampling Using Gov-

erned SANs
Let the stochastic process (X;T ) = fXn; Tn : n 2

INg denote the sequence of acm-states and transition
times, respectively, in the evolution of a SAN. Tn is
the time of entry to Xn. Calculation of the likeli-
hood ratio requires an expression for the probabil-
ity of the event E0;n = fX0 = x0; T0 2 dt0; X1 =
x1; T1 2 dt1; : : : ; Xn = xn; Tn 2 dtng; the sam-
ple path of the SAN through the n-th state transi-
tion. The probability of this event is most easily de-
scribed in terms of the conditional transition proba-
bilities. In [25], we use an approach similar to that
of Nicola et al. [23] to derive an iterative formula for
the probability of a SAN sample path. Suppose ac-
tivity a is activated upon entry to the i-th acm-state.
Let Ta be the random variable representing the ac-
tivity time of a. PfTa > tg = 1 � F (t; �i; a). Let
F (�; �; a) = 1�F (�; �; a). Upon the next transition, if
a has not completed and is still enabled,

F i+1(t; �i; a) =
F i(t+ Ti+1 � Ti; �i; a)

F i(Ti+1 � Ti; �i; a)
; (3)

fi+1(t; �i; a) =
fi(t+ Ti+1 � Ti; �i; a)

F i(Ti+1 � Ti; �i; a)
: (4)

Equations 3 and 4 show how to update the conditional
complementary distribution, and conditional density,
respectively, of the activity time, after each transition.
Then

P (E0;n) =

n�1Y
i=0

h(�i+1; ai+1; ci+1; �i) �

C(ci+1; �i; ai+1) �
fi(Ti+1 � Ti; �; ai+1) dti+1 �Y

a2en(�i)�fai+1g

F i(Ti+1 � Ti; �; a): (5)

The function h represents the conditional probability
that the marking �i+1 is reached, given that activity
ai+1 completes in marking �i and case ci+1 is chosen.
In many cases h is trivial (zero or one), but it must
be included in Equation 5 to account for intervening
networks of instantaneous activities and their case dis-
tributions. However, in the likelihood ratio this func-
tion cancels, because the governor only biases timed
activities.



The likelihood ratio is the ratio of the probability
of a sample path in the original SAN (Equation 5) to
the probability of the same path in the biased SAN.
The probability of a sample path has the same form
in both cases, so the likelihood ratio is

L(E0;n) =

n�1Y
i=0

C(ci+1; �i; ai+1)

C 0(ci+1; �i; ai+1; qi)
�

fi(Ti+1 � Ti; �; ai+1)

f 0i(Ti+1 � Ti; �; ai+1)
�

Y
a2en(�i)�fai+1g

F i(Ti+1 � Ti; �; a)

F
0
i(Ti+1 � Ti; �; a)

: (6)

The next problem to address is the calculation of
the expected value of reward variables under impor-
tance sampling. Reward variables are functions of the
sample path of the SAN. Suppose M is a function
of the sample path of a SAN, and one wants to cal-
culate EP [M(E0;n)], where the subscript P denotes
the probability measure with respect to which the
expected value is taken. In general, if P 0(E0;n) 6=
0 whenever M(E0;n)P (E0;n) 6= 0, EP [M(E0;n)] =
EP 0 [M(E0;n)L(E0;n)], as long as the expected values
exist and are �nite. We have presented the likelihood
ratio expression for sample paths containing a �xed
number of transitions.

It is often the case in transient simulation that one
wishes to estimate EP [Mt], where Mt is the value of
M when the simulation clock time is t. Because the
stopping criterion is based on the simulation clock, the
number of transitions in a sample path is a random
variable. Let the random variable N = minfn : Tn >
tg. The N -th transition advances the simulation clock
past t, the observation point of the function M . Since
fN = ng 2 Fn, N is a stopping time. If N is �nite
with probability one under P and P 0, EP [jMtj] <1,
and P 0(E0;n) 6= 0 whenever MtP (E0;n) 6= 0, then
EP [Mt] = EP 0 [MtL(E0;N )], where L(E0;N ) is cal-
culated as in Equation 6, with N substituted for n.
For more details on the extension to stopping times,
see [7].

For example, the expected value of Vt, with the
reward structure given in Equation 1, over the sample
path space of the delayed repair SAN, is

EP [Vt] =
X

D2}(P�IN)

R(D) � EP [I
D
t ] +

X
a2A

C(a) � EP [I
a
t ]:

The function IDt is an indicator function that will
equal one if the marking at time t contains D. The
indicator function Iat will equal one if a was the most
recent activity to complete at time t. Therefore, under
importance sampling one has

EP [Vt] =
X

D2}(P�IN)

R(D) �EP 0 [IDt L(E0;N )] +

X
a2A

C(a) �EP 0 [Iat L(E0;N )]:

To estimate EP [Vt] using importance sampling, one
generates sample paths under P 0 and forms the sample

mean

� =

KX
i=1

V i
t L(E0;Ni

);

where K is the number of generated paths, Ni is the
number of the transition that causes the simulation
clock to �rst exceed t during the i-th path generation,
V i
t is the i-th observation of the variable, and L(E0;Ni

)
is the likelihood ratio corresponding to the i-th sam-
ple path. As indicated earlier, the expected value of
any performance/dependability measure expressed in
terms of the sample path of a SAN can be estimated
using importance sampling. Included in this category
are reward variables collected over an interval of time,
an instant of time t as t ! 1, and an interval of
time [t; t + l], as l ! 1. The last two are steady
state measures, so of course there must exist a steady
state measure on the sample path space of the SAN for
these variable types to make sense. Furthermore, one
can look at the time average of reward accumulated
over a given interval.

We have implemented a prototype of our environ-
ment for importance sampling in the UltraSAN [5]
modeling package. The implementation includes a
simulation engine for governed SANs and a user in-
terface for specifying the importance sampling gov-
ernor [26]. The next section describes some results
obtained using the UltraSAN implementation of our
environment.

4 Application and Results
In this section we present some results on the un-

reliability of a MARS FTU. The MTTF for various
MARS con�gurations was evaluated by Kantz and
Trivedi in [16] using analytical methods, but the re-
liability for a given mission interval was not consid-
ered. The paper by Kantz [15] examines unreliability
and several other dependability measures using a hi-
erarchical approximation approach. He notes that for
high reliability applications with mission times on the
order of ten hours, coverage failure is the dominant
system failure mode. Neither study looked at a non-
Markovian model of the system. In this section we
evaluate the unreliability of a MARS FTU over an in-
terval of ten hours using the non-Markovian model of
a MARS FTU introduced in Section 2. The example
serves to illustrate the utility of the new environment.
In particular, we show how to implement a state-of-
the-art strategy for fast simulation of dependable sys-
tems using our environment. However, because of the
nature of the MARS model, this technique did not
perform as well as expected. We show that a natural
extension to the method provides a dramatic perfor-
mance improvement and that with this extension the
method performs very well.

4.1 Choosing a Strategy
The importance sampling strategy we chose for this

study is balanced failure biasing [8, 31]. This strat-
egy has been proven e�ective [31, 33] for a large class
of Markovian systems and related methods have been
suggested [22] and proven e�ective [10] for a large class
of non-Markovian systems. As shown in Equation 2
(see Section 2), when applied to Markovian systems,
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Figure 2: Governor state diagram for balanced failure
biasing with exponential transformation.

balanced failure biasing increases the probability that
a failure event occurs before the next repair event.
Furthermore, the conditional probabilities of all pos-
sible events, given a failure occurred, are made equal.
In terms of a SAN model, this is equivalent to bal-
ancing all activity rates and case distributions. In a
Markovian model all hazard rates are constant and
combine easily. In the non-Markovian case, one is
faced with calculating hazard rates for the distribu-
tion of, for example, the minimum of m random vari-
ables representing next occurrence times for the var-
ious component failures. For this reason, an exact
implementation of balanced failure biasing on a non-
Markovian model is di�cult. A strategy developed by
Heidelberger, Shahabuddin, and Nicola [10, 22] called
\balanced failure biasing with exponential transforma-
tion" has been demonstrated as an e�ective heuristic
for non-Markovian models.

In balanced failure biasing with exponential trans-
formation, repairs are sampled from their original dis-
tributions while failures are sampled from an expo-
nential distribution. Given that the next failure is
earlier than the next repair, the failing component is
chosen according to a discrete uniform distribution
over the operational components. The failure mode
and components a�ected are sampled from their orig-
inal distributions. The failure mode and components
a�ected constructs model events of the type usually
modeled by cases on activities in SANs. In SAN
terms, the exponential transformation technique de-
scribed in [10] balances the conditional probabilities of
the failure activities, but does not alter the case distri-
butions. The results we obtained for the MARS FTU
indicate that in models where some case probabilities
are very small, it is important to balance the case dis-
tributions as well. Although it has been mentioned
in [10] that small probabilities can be handled using
balanced failure biasing with exponential transforma-
tion, the exact method was not given. Balancing the
case distributions is a natural approach, suggested by
the balanced failure biasing heuristic used for Marko-
vian models [31]. With this extension, the balanced
failure biasing with exponential transformation tech-
nique performed very well.

4.2 Creating the Governor
Figure 2 shows the state diagram of an importance

sampling governor that implements balanced failure
biasing with exponential transformation. Example ac-
tivity biases for each state are listed in Table 3 and the

Table 3: Example bias on activity h fail1 for each
governor state.
State Bias Dist. and Param. Values

Appr. Force exponential with rate 0.02682

Bal. FBias exponential with rate
int sixfails = MARK(two) > 0;
double rate = 0.0;
if (MARK(h cov1 ) +
MARK(h cov2 ) > 0)
rate = 120.0 / (3.0 + 3.0 * sixfails);

else if (MARK(i cov1 ) +
MARK(i cov2 ) > 0)
rate = 12.0 / (3.0 + 3.0 * sixfails);

else if (MARK(p cov1 ) +
MARK(p cov2 ) > 0)
rate = 1.0 / (168.0 * (3.0 +
3.0 * sixfails));

return rate;

Unbiased unbiased

governor state transition function is given in Table 4.
The �rst state of the governor implements approxi-
mate forcing, where the probability of a failure oc-
curring within the ten hour time horizon is increased
to 0.8. In the spirit of exponential transformation
and balanced failure biasing, the bias applied to the
SAN in this governor state consists of changing all the
failure activity time distributions to exponential with
rates equal to �0:1 ln(0:2)=6. Upon the �rst failure
event, the governor transitions to the second governor
state, which implements balanced failure biasing with
exponential transformation. As shown in Table 4, the
predicate A1 holds if the SAN enters a marking in
which the marking of place shadow is zero. This will
always be true right after the �rst failure, since the
instantaneous activity activate immediately shifts the
token from shadow into the place corresponding to the
failed processor.

As shown in Table 3, the implementation of bal-
anced failure biasing with exponential transformation
is accomplished by converting the failure activity time
distributions to exponential and using marking depen-
dent rates. The marking dependency is needed be-
cause the proper bias for the failure activities depends
on which repair activities are enabled. The sum of
the rates of enabled failure activities is made equal
to the inverse of the expected time to the next re-
pair [10]. This heuristic approximates the balanced
failure biasing heuristic for Markovian models, as de-
�ned in [31, 33], since the distribution of the next re-
pair time is the minimum of the activity time distri-
butions of the enabled repair activities. The technique
reduces to an exact implementation of balanced fail-
ure biasing if the repair activities are exponentially
distributed. This approach also neglects the fact that
a repair activity may remain enabled after a mark-
ing change. In that situation the correct distribution



Table 4: Governor state transition function.

Cur. State Predicate Next State

Appr. Force MARK(shadow) == 0 Bal. FBias

Bal. FBias MARK(shadow) == 1 Unbiased

to consider in the calculation of the minimum is the
remaining time to completion of the repair activity.

In the FTU model the minimum of the enabled re-
pairs is fairly easy to calculate since the associated uni-
form distributions do not overlap. Thus the expected
value of the minimum of two di�erent repair activities
is simply the mean time of the faster repair. Given
the already approximate nature of the implementation
it seems reasonable to treat the case of two simulta-
neously enabled repairs of the same type as if there
were only one. Therefore, the failure activities are as-
signed rates according to the following algorithm. Let
n be the number of enabled failure activities, and let
enf (�) be the set of failure activities enabled in �. If
at least one h rep activity is enabled in �, then the
rate for a 2 enf (�) is 120=n. Otherwise, if at least
one i rep activity is enabled, then the rate assigned to
a 2 enf (�) is 12=n. Otherwise, if at least one p rep
activity is enabled in � then the rate is 1=168n. It is
important to note that despite the use of a heuristic
that approximates balanced failure biasing, if obser-
vations are weighted by the likelihood ratio calculated
using Equation 6, the resulting estimator is unbiased.

As an example implementation of balanced failure
biasing with exponential transformation, consider the
de�nition of activity h fail1, shown in Table 3. Activ-
ity h fail1 is enabled when there is a token in place
one and no token in place system failed. To deter-
mine the biased rate of h fail1 we need to know which
repair activities are enabled (to �nd the total repair
rate), and we need to know which failure activities are
enabled (so we know how to balance their rates). The
ag sixfails is used to determine whether the second
processor is working or failed. If the second proces-
sor is working, then its failure activities are enabled.
As shown in Table 3, sixfails is used to determine
whether the total repair rate is split three ways or
six ways. The markings of the places h cov1, h cov2,
i cov1, etc. are used to determine the approximation
of the total repair rate, which we have based on the
fastest enabled repair activity.

The governor remains in the balanced failure bias-
ing state unless the SAN enters a marking in which all
processors in the FTU have been returned to working
order. At this point, a path leading to system failure
before the time horizon is reached is so unlikely that
we turn o� importance sampling so that the replica-
tion ends as quickly as possible. The predicate A2
holds if the SAN enters a marking where the marking
of shadow is one. This means that a repair activity
completed and deposited a token in shadow while both
active processors were still operational. (Otherwise
activate would have removed the token immediately,

and the governor does not pay attention to unstable
markings.) In this marking, all processors are oper-
ational. When A2 holds, the governor transitions to
a third state in which no bias is applied to the SAN.
This causes the failure activities to be rescheduled ac-
cording to their original distributions and makes it
very unlikely that another event will occur before the
simulation reaches the time horizon, thus ending the
replication quickly.

4.3 Unreliability of a MARS FTU
Using the governor for balanced failure biasing with

exponential transformation we ran a simulation of
100,000 replications to estimate the unreliability of
the MARS FTU modeled in Figure 1 using the re-
ward structure in Equation 1. The results are shown
in Table 5. The numbers in the columns labeled \Re-
sult" are the point estimates and the numbers in the
\Error" columns are estimated relative half-widths of
the con�dence intervals at a con�dence level of 99%.
To test the bounded relative error property, we ran
the model with four di�erent scale factors applied to
the reciprocals of the means of the failure time distri-
butions and the coverage failure probability. For ex-
ample, at a scale factor of 0.1, the mean of the activity
time distribution for h fail1 was changed from 3,750
to 37,500 hours, and the probability of an uncovered
failure was decreased from 0.0004 to 0.00004.

As can be seen from the �rst column of Table 5
the balanced failure biasing strategy did not perform
as well as expected. As the scale factor decreases the
estimator for balanced failure biasing increasingly un-
derestimates the unreliability. For a scale factor of
0:01, balanced failure biasing with exponential trans-
formation yields an estimate where the corresponding
99% con�dence interval fails to cover the result given
by the augmented technique. This phenomenon occurs
when the simulation underestimates the sample vari-
ance because of the rarity of system failure events. In
this case the balanced failure biasing technique is ne-
glecting the most likely path to system failure, which
is a coverage failure, and is instead focusing the sim-
ulation e�ort toward paths leading to the exhaustion
of redundancy. When the sample variance is underes-
timated, the con�dence interval calculated using the
estimate is optimistic and hence too small. Thus for
models like the MARS FTU, the coverage failure prob-
ability must be treated as a rare event in the same
way as processor failures. Otherwise too much of the
simulation e�ort is spent on unlikely paths to system
failure.

The second column of the table shows results after
we modi�ed the strategy to balance the case distribu-
tions on the failure activities. This modi�cation is a
natural extension for models such as the MARS FTU,
and the empirical data support the bounded relative
error property for this case. Furthermore, a simple
modi�cation of the proof given in [10] shows that bal-
ancing the case distributions is su�cient to recover
the bounded relative error property for models like
the MARS FTU [32].

5 Summary and Conclusions
Importance sampling is a well known technique

for improving the e�ciency of rare event simulations.



Table 5: Unreliability of a MARS FTU in the interval [0; 10] hours.

Balanced Failure Biasing Augmented Balanced Failure Biasing
Scale Factor Result Error Result Error
10.0 4:96� 10�6 38% 4:87� 10�6 3%
1.0 5:55� 10�9 79% 4:83� 10�9 3%
0.1 2:15� 10�12 250% 4:83� 10�12 3%
0.01 5:55� 10�16 260% 4:84� 10�15 3%

However, �nding a strategy that works well in gen-
eral is widely recognized as a di�cult problem. Thus
research has focused on �nding good strategies that
work well within certain classes of systems, such as
highly dependable computer systems. However, even
within the class of highly dependable computer sys-
tems there are a wide variety of system characteristics
and measures of dependability. From the surveyed lit-
erature it is clear that no single technique has been
discovered that works well for all combinations of sys-
tems and measures. This situation motivated us de-
velop a exible environment for experimenting with
importance sampling strategies for a wide variety of
systems.

In this paper we have presented an environment
for applying importance sampling to the broad class
of discrete event systems representable as SAN-based
reward models. The central feature of this new en-
vironment is the concept of the importance sampling
governor. The governor is similar to a �nite state ma-
chine, where the states of the machine rede�ne the
stochastic parameters of the activities in the SAN, and
the transitions are dependent on the evolution of the
SAN. This design facilitates the use of dynamic impor-
tance sampling strategies that have proven important
in the area of dependable computer system simulation.
Moreover, the environment supports importance sam-
pling for non-Markovian as well as Markovian models.
This is important since many systems are more accu-
rately modeled using non-exponential delays between
events.

The utility of the new environment was demon-
strated through the evaluation of a non-Markovian
model of a MARS FTU for the unreliability within
an interval of ten hours. First, a non-Markovian SAN-
based reward model of the FTU was introduced. Then
an importance sampling strategy was chosen from the
literature and the construction of a governor to imple-
ment the strategy was discussed. Finally, a prototype
implementation of the environment was used to obtain
results.

There are many avenues for future research. The
environment for important sampling presented here is
applicable to a wide variety of systems and measures.
It is our hope that the speed with which importance
sampling strategies can be implemented, tested, and
changed in this environment will aid us in the search
for good strategies for highly dependable computer
systems exhibiting behavior that is troublesome for

known heuristics. Speci�cally, massive redundancy,
long time horizons, and repair disciplines such as de-
layed group repair have yet to be rigorously addressed
for all transient measures of dependability.
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